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Section M: Emergency Management Plan (Section §2 of RFP)

M.1 Describe your emergency response continuity of operations plan. Attach a copy of
your plan or, at a minimum, summarize how your plan addresses the following
aspects of pandemic preparedness and natural disaster recovery:

Employee training;

Identified essential business functions and key employees within your
organization necessary to carry them out;

Contingency plans for covering essential business functions in the event key
employees are incapacitated or the primary workplace is unavailable;

Communication with staff and suppliers when normal systems are unavailable;

Specifically address your plans to ensure continuity of services to providers
and members; and

How your plan will be tested.

Emergency Response Continuity of Operations Plan

In the event of a business disruption, pandemic or natural disaster, Aetna Better Health, Inc.’s
(Aetna Better Health’s) primary objective is to see that the safety of human life and the rapid
resumption of mission critical, healthcare service delivery functions for our members, providers
and to guide management and technical personnel in our corporate data center location as well as
in each of our Medicaid State operations (Contingency Plan (CP) that includes a Disaster
Recovery Plan (DRP) and Business Continuity Plan (BCP); hereinafter referred to as the
Contingency Plan). To achieve this objective, we have developed a comprehensive approach to
prepare for possible disruptions to critical business operations. The purpose of Aetna Better
Health’s Contingency Plan is to see that protective actions are quickly implemented for the
occupants of the buildings affected and to see that activities such as damage mitigation, salvage,
communications, and decision-making are initiated. The Contingency Plan directs the affected
site and home office response1, and coordinates all other activities.

The purpose of Aetna Better Health’s Contingency Plan is to see that impacted critical business
areas receive the highest priority for recovering their function within established recovery time
objectives. The Contingency Plans contain team rosters, contact numbers, recovery strategies as
well as alternate site resource requirements. They direct each business continuity team in the
recovery of their most critical business processes.

The purpose of the Contingency Plan is to see that all critical IT infrastructure, systems, data,
and networks are recovered commensurate with the objectives of the Contingency Plan. Aetna
Better Health also maintains other plans which support the Business Continuity Program and are
designed to see that appropriate security measures are taken in response to specific threats, see
that communications are clear and consistent, and see that any environmental or safety concerns
that emerge are addressed.

! For purposes of this proposal, Aetna Better Health has two home offices. The first is Phoenix, Arizona for all
Aetna Medicaid operations. The second is Hartford, Connecticut, the center of all Aetna Inc., operations.
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In the event of a major business disruption, pandemic or natural disaster, the Contingency Plan
plans provide Aetna Better Health with the planning and capability to make all mission-critical
information systems available for limited use within hours and provide full system capability
within 72 hours. The objectives of Aetna Better Health’s Contingency Plan plans are as follows:

1) Provide internal contact information to alert key personnel at the time of disaster.

2) Define the roles & responsibilities within the department that would be required to carry out
the Contingency Plan plans.

3) Identify the equipment, procedures, and the personnel expertise that would be required to
carry out the Contingency Plan plans.

4) Provide information concerning outside vendors that will be required to carry out the
Contingency Plan plans (as applicable).

5) Coordinate the resumption of mission-critical activities during or shortly after the
interruption.

6) Identify the restoration procedures to restore the service back to the primary site, creating
and/or obtaining database backups, or other specific tasks to be performed by the IT
operational areas.

7) Identify the process for maintaining the Contingency Plan plans.

8) Activate necessary sub-plans (including disaster recovery, crisis management, and business
continuity)

9) Initiate and maintain internal/external communication flows, e.g. emergency routing of
telephone service to or from Aetna Better Health affiliate plans

10) Coordinate emergency services and products from contractors or community resources, as
applicable

Aetna Better Health’s Board has ultimate responsibility for ensuring the organization has a
program for continual assessment and testing for disaster preparedness and recovery within the
organization and among its subcontractors. The Board has delegated the responsibility for the
preparation of annual Contingency Plan plans to the Aetna Better Health Chief Operating
Officer. The Contingency Plan collectively address the business continuity, pandemic
preparedness and disaster recovery planning functions necessary to maintain our members’
accessibility to health services in times of business disruption, pandemic, natural disaster or other
emergency. A regular and thorough review of our disaster program is key to disaster
preparedness and recovery function. Each year we will provide for the continued maintenance
and update of the Contingency Plan through the capture of actual experience and/or periodic
mock drills. Annually, and subsequent to any respective Contingency Plan activation, Aetna
Better Health executive management will conduct an assessment of the written disaster plan. The
results of these assessments will be reported through the Business Continuity Planning and
Recovery Coordinator to the Chief Operating Officer Aetna Better Health’s Board. In the event
revisions to the Contingency Plan are deemed necessary, Aetna Better Health will submit
proposed edits to Louisiana’s Department of Health and Hospitals (DHH) for approval no less
than 30 days prior to implementation of necessary changes.
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The document attached as Appendix W, summarizes Aetna Better Health’s Business Continuity
Program, established to minimize the impact to crucial business processes, respond to disruptive
situations in an appropriate fashion, and provide direction in restoring the critical business
activities back to normal operation as soon as possible. Additionally, an illustration of Aetna
Better Health’s over all approach in avoiding, mitigating or responding to all events that can
adversely affect Aetna Better Health’s Business Operations is depicted in the figure on the
following page.
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Figure 2.0
Aetna’s Event Avoidance, Mitigation and Response Strategy

Business Continuity Program
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Response Strategy Overview

The outline below briefly describes Aetna Better Health’s overall response strategy, noting that
the full spectrum of activities may include alternate office processing, work-arounds, extended
work-hours, relocation of personnel to remote offices (or “hot” sites), as well as possible use of
third party recovery service providers, depending on the emergency, pandemic or natural disaster
impacting geographical service areas and corporate/workplace sites.

The general response strategy for every Contingency Plan will include the following:

e The Contingency Plan team members will meet as soon as feasible at their pre-designated
command centers, as identified by their site’s Contingency Plan specific plans, to assess the
situation, i.e., the need to enact business continuity procedures and/or engage in disaster
recovery efforts, as applicable. Note: Each service site has its own Contingency Plan, specific
to the on-site operations. The purpose of the meeting is to assess disaster/damage incidents
and deploy staffing to a pre-determined remote location (as required and depending on the
scenario).

During a crisis and on an ongoing basis, personnel refer to their local “Crisis Management
Operational Checklist” to assist them in assessing the situation and acting accordingly. The
Checklist addresses the following components:

1) Assess the situation:
— What happened?

— What do you know?
Are employees impacted?

<

If during business hours, should the building be evacuated?

If after business hours, is there access to the building?

S O O

Are systems available?

What is the extent of the damage?

— What do you need to find out?

Are employees impacted?

If during business hours, should the building be evacuated?
If after business hours, is there access to the building?

Are systems available?

What is the extent of the damage?

— Are additional resources required to assess the situation or that need to be
involved/communicated to?

S OO

2) Provide safety for employees

— If appropriate: Evacuate following standard procedures

— Work with Security, local Facilities Management, Real Estate Services, Contingency
Plan team members and Human Resources to facilitate initial communications with
employees

Response to RFP No. 305PUR-DHHRFP-CCN-P-MVA for Geographic Service Areas A, B and C
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— Utilize mass communication procedures (i.e. scripted announcements) thru PA
system/computer network broadcast or voice mail, if applicable.

3) Contact Corporate Security

— Inform them of the situation and who is in charge

— The person in charge can expect to receive a call from the Chief Operating Officer who
will help assess the situation and coordinate resources

— Site Lead or designee will contact Corporate Security, Executive Sponsor and Segment
Coordinator for all business disruptions including pandemics, natural disasters, false
alarms or fire drills.

— Please state whether an “Aetna Better Health 57 message” is required. This Aetna Better
Health message is an office closure alert.

— Decision to close or delay opening must be made and communicated to Corporate
Security by 6 am local time.

4) Gather your Contingency Plan Team
— If during business hours, meet at onsite command post. A site map of Aetna Better
Health’s Louisiana office would be included.

— If after business hours, call the telephone number specific for employees in our Louisiana
office

— If after business hours, contact team members to dial into a “meet me” telephone number
at a pre-designated time

— If shelter in place is required such as for a tornado warning, alert employees to go to
severe weather assembly areas and proceed to your internal command post. Information
relative to the command post would be included.

— Once appropriate to do so, proceed to the offsite command center location. Information
relative to the offsite command center would be included.

— Additional alternate command center locations would be indicated. Driving directions to
each alternate command center location(s) would be made available.

5) Contact local officials, organizations and Property Manager as needed for resources and
assistance (e.g., poison control, utilities, mutual aid neighbors, etc.). Specific contact
information would be included.

— Work with local authorities to have authorized employees gain access thru building
checkpoints, i.e. telecomm room.

6) Have Facilities, Real Estate Department, Local Management assess and report the damage to
local authorities, Property Manager and the Corporate Crisis Emergency Response Team
(CERT) in Hartford, CT. A Damage Assessment Checklist would be included.

7) Assess where employees should go

— Should they wait for building to be available?
— Should they be sent home?

Response to RFP No. 305PUR-DHHRFP-CCN-P-MVA for Geographic Service Areas A, B and C
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— Do they require transportation or additional assistance?
8) Gather additional information and procedures to help your team, as required.
— Precursory step should be to establish access to alternate command center site; if an
Aetna Better Health location, for all Contingency Plan team members.
9) Contingency Plan for the recovery of business operations
— Contact BCP Coordinators for this location and communicate all requirements to
executive management, e.g., team leaders and Operating Division Managers

— Work with appropriate Site Management, Segment Management, Office of Business
Continuity, CERT and communicate action plan to employees

10) Site Lead or designee will communicate the on-going situation to all employees

— To activate the office closing message, contact Corporate Security.

— Work with site Contingency Plan team members and CERT to establish a
communication’s action plan

11) Coordinate the movement of employees to recovery site(s) (if necessary)
— Collect resource needs and communicate Contingency Plan team members. A list of
resource requirements is included
— While at recovery location, see that needs are being met
— Coordinate with external and internal groups to gather resources as needed
12) Coordinate the movement of employees back to the original or new permanent location
— Work with executive management, Contingency Plan team members CERT, IT and HR
to coordinate the move back Communicate move and expectations with all personnel
— See that all items have been removed from the temporary location

— The Contingency Plan team will maintain 2-way communications with their site’s
Contingency Plan team, their personnel, their management, their business partners and
customers. Contingency Plan Coordinators are designated by Aetna Better Health and
will provide the following crisis management support:

¢ Perform all appropriate notifications to Contingency Plan team members, as
applicable.

¢ Direct the activities of the mission critical functions involved in work flow.

¢ Communicate status updates to all appropriate business partners and Contingency
Plan team members, and executive management as necessary.

0 Coordinate their business unit activities with interdependent teams and across the
enterprise during execution of the Contingency Plan, as applicable.

— Command centers are designated by each Contingency Plan and where a command center
meeting is arranged, same must be attended by all parties in the Contingency Plan team.
Command center locations are contained within each site’s Contingency Plan and a copy
is provided to the Contingency Plan team members. These documents all address
telework personnel and their support sites. Incidents occurring during business hours

Response to RFP No. 305PUR-DHHRFP-CCN-P-MVA for Geographic Service Areas A, B and C
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require personnel to meet at pre-designated onsite or off-site command centers. For those
events occurring after business hours, where phone service is unaffected, a virtual
command center with conferencing capabilities is utilized.

— Mission critical functions, engagement of crisis event response team, key personnel
responsibilities, and notifications to internal and external stakeholders Contingency Plan,
including other Contingency Plan activities are outlined with specificity in the sections
that follow.

Aetna Better Health’s Contingency Plan assumes that in disaster, emergency or pandemic
scenarios that all members of the respective Contingency Plan teams are available to respond to
the emergency. Additionally, the following assumptions/requirements are outlined:

e All Contingency Plan team members and Operating Division Managers, Team and Call
Leaders must have a copy of the Contingency Plan at home, in their cars, and around your
office/desk.

e Contingency Plan team members and Team and Call Leaders have access to mobile phones
or 2 way radios during normal business hours

e Other sites are available to handle the additional phone capacity

e Member Services personnel and other support personnel at the other sites will have the
knowledge and systems clearances to process the work received from alternate sites during a
crisis or emergency event.

e The site evacuation plan has been formalized.
e Toll free numbers have proper telephony in place to support routing of calls to other sites.

e Toll free numbers will be handled effectively and within Aetna Better Health’s performance
guarantees at the supporting sites/regions, including performance guarantees as established
by DHH.

Employee Contingency Plan Training

Aetna Better Health requires that all new personnel have appropriate education and experience to
fulfill their functions and thoroughly screens the background of each candidate prior to hiring.
Our Learning and Performance (L&P) Department Manager has responsibility for the
development, implementation, and management of our company-wide training program. L&P
Department personnel dedicate 100 percent of their resources and time so that employees receive
appropriate orientation, education, and training to succeed in their positions.

The L&P Department employs user friendly, comprehensive orientation, initial and ongoing
training curricula to meet the different learning styles of our employees. Our curricula are
developed using the Analysis, Design, and Development, Implementation, and Evaluation
(ADDIE) model of instructional design and are readily available to employees via the Aetna
Better Health intranet. Curricula are maintained by the L&P Department and are updated and
republished biannually using interim training memorandums.

Trainings are conducted through instructor led classroom sessions, online courses and on the job
training, supported by online assessments, which are evaluated daily, using a criteria checklist to
determine knowledge retention and/or the need for further training. Training course attendance

Response to RFP No. 305PUR-DHHRFP-CCN-P-MVA for Geographic Service Areas A, B and C
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is captured and monitored through our learning management system and reports for all courses
are available on demand.

Orientation and Initial General Training

Orientation and initial training through our learning management system begin upon hire. This
initial phase provides new employees with foundational information including, but not limited
to: Aetna Better Health’s organization and internal operations, an overview of products, e.g.,
Medicaid program and specific programs by geographical area, as applicable, policy and
procedure manuals, Centers for Medicare and Medicaid Servicers requirements, cultural
competency/health literacy, compliance and systems navigation, as well as contract, state, and
federal requirements specific to individual job functions. This phase is essential to the
comprehensive development of personnel in understanding their roles and responsibilities. A
sample table of contents for initial training is provided on the next page.
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Mercy Care
+ Plan

MERCY CARE PLAN
Initial New Hire Training
Table of Contents

Initial Training — New Hire = All Departments

Introduction to AdMINISTIrAtIoN ...........oocoooooiee e 5
Introduction and Overview of AHCCCS ... 6
Introduction and Overview of CMS ... 7
Compliance, Fraud and Abuse Program ... 8
Business Continuity Plan/Disaster Recovery Plan ... 9
Business Conduct and Integrity ... 10
Medicaid Complaints/Grievances SysStem ... 11
Medicare Complaints/Grievances System ... 12
Cultural Competency/Health Literacy ..., 13
DIVEISILY oottt ettt e et e 14
|dentification of Quality of Care Issues (Non-Clinical Employees)................. 15
|dentification of Quality of Care Issues (Clinical Employees) ... 16
Introduction and Overview of Integrated Care Management.............. . 17
QNXT™ 3.2 NaVIGALION ...t 18
CUSIOMET SEIVICE ... e 19
RiSK Management . e 20
On Target with Performance Management (Leadership Positions)............ 21
Managing Performance Problems (Leadership Positions) ... 22
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Position Specific Training

Upon successful completion of initial training and prior to having contact with members,
providers, employees attend specific training on the performance of their individual duties.
During this phase, new employees must demonstrate knowledge, retention, and understanding of
the material covered in the initial training. All personnel having contact with members or
providers receive initial and ongoing training regarding the appropriate identification and
handling of quality of care/service concerns.

Business Continuity/Disaster Recovery Training

Following the completion of their position specific training, employees are required to attend and
participate in business continuity/disaster recovery training specific training. During this phase,
personnel must demonstrate knowledge, retention, and understanding of the material covered. A
sample curriculum is provided on the next page.
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Course Title: Business Continuity and Recovery Plan (BCP)/Disaster Recovery Plan
(DRP)

Course Length: 2 hours
Prerequisites: none

Course Description: This course is required for all permanent and temporary staff upon
hire annually thereafter. Arizona Department of Economic Security (ADES) and Arizona
Health Care Cost Containment System (AHCCCS) are mandated to provide quality health
care benefits to its members even during the loss or failure of the Contractors telephonic
and computer systems. In the event of a loss of the use of the main Plan site the Contractor
has designated “hot sites” that staff will be notified of. The BCP and DRP will provide
detailed instructions to minimize the recovery time of all of these losses; to assure ADES
and AHCCCS continue to provide quality health care to its members.

Course Objectives:

¢ Review the AHCCCS ACOM Chapter 104 Business Continuity and Recovery Plan policy
e Recognize causes and factors causing a business disruption

e Describe the process for electronic and telephone loss

e Locate the “hot site” locations in the event of the main Plan site loss

e Explain the method for reporting a business disruption

¢ |dentify key personnel contacts for your department

e QOutline resources needed for the BCP

s Outline resources needed for the DRP
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Ongoing Training

Employees participate in ongoing training, which is mandatory for compliance, business
continuity planning, quality of care issues and service concerns, cultural competencies/health
literacy, reporting member/provider complaints and specific Medicaid program changes resulting
in regulatory updates to our training curriculum. Additional ongoing training needs are
determined by trends in business operations, the tracking, and trending of issues in specific areas,
feedback from Managers, and new requirements/procedures/policies. Ongoing training includes,
but is not limited to, instructor-led training sessions, online memo reviews, in-services, e-
learning courses, and presentations.

Essential Business Functions and Key Employees

Aetna Better Health’s Contingency Plan provides the response strategy underlying continuity of
key business functions, including the responsibilities of key employees and other personnel in
carrying out the Contingency Plan. Designated teams have been created for the assessment,
recovery, restoration and communication during a disaster or temporary disruption. Once the
business continuity team completes their assessment of the situation, the Crisis Event Response
Team is engaged to carry out specific business continuity efforts.

Crisis Event Response Team
Aetna Better Health has established a Crisis Event Response Team (CERT) to assure leadership
and decision-making during any potentially disruptive events.

The CERT's primary directives are to:

e Rapidly assess situations, events and infrastructure issues (internal and external);

e Appropriately respond to events to minimize disruption and enable rapid recovery of critical
business functions;

e Provide timely communications to Aetna Better Health employees, critical third parties,
customers and the public; and

e Appropriately monitor and adjust to ongoing events and implement effective action.

Aetna Better Health’s CERT comprises of Managers and professional personnel from various
areas of the company including field offices. The CERT has the responsibility, authority and
sufficient breadth and depth of knowledge to effectively advise senior executives on appropriate
courses of action. CERT members are chosen because they can effectively analyze available
information; understand the potential impact of a disruption to Aetna Better Health, its
infrastructure and its customers; and timely make problem-solving decisions. The CERT will
gather at the pre-determined command center locations and begin their decision-making process
after receiving notification of a potential threat.

Specifically, this team is responsible for:

e Ensuring the safety and welfare of employees;

e Activation of appropriate Field and Home Office Event Response personnel;
e Requesting assistance from local disaster authorities;

e (Coordinating the activities of personnel during a disaster;

e Deciding when to enact or cease activation of the Contingency Plan;

Response to RFP No. 305PUR-DHHRFP-CCN-P-MVA for Geographic Service Areas A, B and C
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e Serving as the central source for data and information about the event;

e Making decisions about the Company’s response;

e Coordinating communication responses to Customers, DHH, Members, Provider Networks,
Employees, Critical Third Parties, media and the public;

e Coordinating and communicating with all appropriate jurisdictional regulatory entities such
as Insurance Departments;

e Modifying member and plan sponsor policy as necessary for regional or national disasters;
e Assessing availability of personnel and possible transportation needs;
e Mobilizing support from all areas to assist in prompt recovery; and

e Initiating facility recovery and re-entry process.
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Specific Roles and Responsibilities Key Employees

Regardless of the type and extent of a disruption, each functional area has developed its own
procedures to continue the delivery of service until recovery has been attained. Each key
employee, e.g., Chief Operating Officer, executive management, Operating Division Managers,
and other leaders essential to mission critical processes, receive specific roles and responsibilities
pertaining to the Contingency Plan as applicable. These are summarized below:

Chief Operating Officer
e Make sure resources are assigned to develop, maintain and test strategies critical to your
mission, critical business processes and the Contingency Plan

e  Whenever Contingency Plan are enacted, attend and Chair Contingency Plan meetings to
provide direct oversight of executive management and department level decisions and
resource utilization

e Hold regular briefings with executive management regarding departmental Contingency Plan
mode of operations

e  Whenever the Contingency Plan is enacted, request regular briefings and situation reports on
status of department actions and issues

e See that a department level or site specific Contingency Plan is created for each functional
unit and core business processes, including assignment of a department level coordinator
who is trained on the specifics of the Contingency Plan and can provide for continuity of
operations accordingly.

Business Continuity Planning and Recovery Coordinator

e Work with Operating Division Managers to see that resources are assigned to develop,
maintain and test Contingency Plan and related strategies that support “Highly Critical”
business processes

e Provide management decision support & communications to all Contingency Plan teams
e Become familiar with your assigned Contingency Plan

e Contingency Plan teams perform an annual review and sign off of all Contingency Plan
elements

e Notify Contingency Plan Teams when the Contingency Plan moves to another site or is
cancelled or when new Contingency Plan Coordinators are assigned

¢ Be fully aware of pandemic challenges and prepare yourselves and your families to minimize
the impact of a pandemic and maximize your availability to perform your emergency role

e Commit to the governance structure that will be required to manage your area during a
pandemic

e Confirm departmental pandemic and natural disaster recovery strategies are viable and ready
to be executed to provide for business continuity

e Be fully aware of any interface changes in operating relationships required with internal
partners as well as with 3" party suppliers

e Redirect resources to bolster critical areas and reinforce any Aetna Better Health emergency,
natural disaster or pandemic related policies and expectations
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Provide oversight and communications on behalf of or directly to the Chief Operating Officer
regarding all executive management decision support & communications with all
Contingency Plan teams

Coordinate the activities needed to maintain and improve each segment or department’s
Contingency Plan

Report and identify any potential change of status regarding the Contingency Plan to the
Chief Operating Officer and immediately of the change and effective date

See that department level Contingency Plan is reviewed by the Chief Operating Officer and
up to date

See that the department maintains Contingency Plan readiness by rolling out and testing their
plans and recovery strategies

Team Leaders

Respond to the initial occurrence of a disaster and enact your Contingency Plan and lead
your Contingency Plan teams in the event of business disruption due to a natural disaster,
pandemic or other emergency

See that your Contingency Plan team is notified and activated in accordance with
Contingency Plan

Notify and communicate your executive management team

Implement short- and long-term strategies for recovering work processes in accordance with
recovery time objectives

Receive status and instructions from Contingency Plan executive management

Report on Contingency Plan team status, barriers to success and resource needs to executive
management and Operating Division Managers

Consider and include interdependent business units within Aetna Better Health divisions and
external relationships within Aetna Better Health and the Contingency Plan. Validate the
Contingency Plan to better provide for its success

See that all parties affected by Contingency Plan, within and outside of the process, are
aware of the Contingency Plan and of the actions that will be taken in an emergency

Update, maintain and test Contingency Plans in accordance with Aetna Better Health
standards

Regularly meet with Contingency Plan teams to review and roll out Contingency Plan and
updates

Be fully aware of pandemic challenges and prepare yourselves and your families to minimize
the impact of a pandemic and maximize your availability to perform your emergency role

Confirm readiness to execute the pandemic recovery strategies and policies outlined in this
plan

Communicate and roll out to team members the special pandemic expectations and
provisions outlined in Contingency Plan

Managing the post-disaster recovery period
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e Administer transition back to the pre-disaster environment

e Confirm preparedness and availability of the Contingency Plan team members to respond to
the disaster, set recovery priorities

e Evaluating need for outside support (e.g. vendors, consultants etc.) and arranging for aid, as
necessary

Call Leaders

e (alling team members within your calling group

e Assisting the Team Leader as needed to organize the recovery team

e Following procedures for response, recovery and restoration as required by the Contingency
Plan

e Be fully aware of pandemic challenges and prepare yourselves and your families to minimize
the impact of a pandemic and maximize your availability to perform your emergency role.

Team Members/all other personne/

e Following directions from Team Leader, Call Leaders, Business Continuity Planning and
Recovery Coordinator, Executive Management and the COO

e Assisting Team and Call Leaders, and other executive management to meet response,
recovery and restoration objectives by following the Contingency Plan procedures

e Be fully aware of pandemic challenges and prepare yourselves and your families to minimize
the impact of a pandemic and maximize your availability to perform your emergency role.

Information Systems Key Personnel

Function Brief Description

Provides oversight to disaster recovery procedures and supervises individual IT
groups as they execute their disaster recovery desktops. Also responsible for
coordination across the IT departments, answering questions as they arise,
communicating progress to the ClO, and procuring additional equipment as
needed.

Responsible for assisting in oversight of disaster recovery procedures as the
disaster recovery plan is executed. Also responsible for coordinating and resolving
issues and questions, monitoring and tracking task checklists, and providing status
updates to the management team.

Responsible for routing all necessary call center phone numbers, fax numbers, and
external partners voice capabilities as needed. The Telecommunications group is
responsible for ensuring that member and provider calls are routed appropriately to
allow for timely call response and call tracking.

The Technical Services group is responsible for ensuring that necessary
workstations are built and deployed using the standard Medicaid Business Unit
configuration. They are also responsible for other technical infrastructure related
tasks including; pointing applications to new locations, assisting with printer and fax
issues, and other end-user technical issues.
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Function Brief Description

This group is responsible for ensuring that LAN and WAN capabilities are available
and other technical infrastructure related tasks including; Internet access, restoring
the Exchange servers for e-mail, file transfers, any end-user connectivity issues,
and configuring servers procured for long-term disaster recovery support.

This group is responsible for making sure that all application databases are fully
restored and are ready for end user use. They are also responsible for monitoring
the restored databases to confirm proper performance and use, ensuring offsite
media arrangements are complete, maintaining daily log shipping to the
Contingency Plan Hot Site servers, and that proper data retention policies are
defined and followed.

This group is responsible for ensuring that regularly scheduled batch jobs are
properly executed once the applications have been restored. This includes batch
activities such as mass claim adjudication and creating the membership card files.
This group is also responsible for maintaining the Contingency Plan Hot Site bin
contents ensuring the contents are current and the bin is secured.

This group is responsible for ensuring that the applications have been successfully
restored by the Information Systems team. This includes ensuring that the
applications are functioning (may require reinstalling application software), the
databases are successfully restored to the appropriate date, and performing final
validation on features and functions before releasing the applications for business
use. This group will also be responsible for answering application-related
questions once the applications are released to the business users.

Essential Functions and Core Systems

Aetna Better Health, together with its affiliates, maintain a detailed business continuity program
with over 300 site specific plans to address its critical business work group operations. In the
event of an office outage, processing is transferred to other offices within Aetna Better Health’s
network with little or no disruption to service levels. Aetna Better Health considers the
following operational and IT systems essential in terms of business continuity:

Core Systems

e C(Claims

e Eligibility

e Enrollment

e Aectna Better Health Internet Website
Operational System

e (all Centers

Aetna Better Health’s corporate data center in Windsor, Connecticut serves as the primary
resource for providing systems and technology backup and recovery services for Aetna Better
Health in the event of a business interruption or extended system/power outage. In addition,
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Aetna Better Health has its own Contingency Plan, separate from the corporate office, as it
relates to specific business continuity procedures to address localized member and provider
needs, i.e., specific to operations and local resources.

IT Technical Services personnel are responsible for prepping workstations to support business
functions at the disaster recovery center as needed, utilizing workstation images stored on offsite
media. Application media, software keys and other hardware and software required to build
standard Aetna Better Health workstations are stored off-site as well. In the event of a site
outage, inbound call center calls servicing Members and providers can easily be redirected to any
existing Aetna Better Health Call Center location. This can be done in less than 15 minutes once
the need is identified. This capability is tested annually, as part of the annual Contingency Plan
test, but is also utilized as a means to provide Members and providers alike, uninterrupted access
to critical telephone-based functions during any snow/inclement weather situations with a
potential impact on Aetna Better Health’s call centers in the Northeast United States. Aetna
Better Health and its affiliates have numerous external partner relationships that provide essential
services and applications support. As part of Aetna Better Health’s contracts with these vendors,
each vendor is responsible for having its own Contingency Plan to provide for restoration of the
critical application service.

Contingency plans for covering essential business functions in the event
key employees are incapacitated or the primary workplace is
unavailable

Aetna Better Health’s Contingency Plan provides for contingency plans which are implemented

to provide continuity of critical services under specific scenarios, as described below, best

represent the typical “disaster” scenarios that Aetna Better Health’s sites may experience during
an event, noting that several scenarios may exist concurrently. These four scenarios are
addressed from a business continuity perspective, and any other resulting scenarios which are
site or department specific will be addressed as they occur with specific documentation regarding
the existence of an additional scenario reviewed for inclusion into future Contingency Plans.

Summaries of typical disaster scenarios are provided below, along with a high-level overview of

the action taken to remedy the situation.

Scenario One - “Systems OK, No Building”

In this example, the assumption is that the office building has had a major fire, floor situation,
the roof has collapsed or another structural/physical building limitation has occurred rendering
the site inaccessible or otherwise unusable, i.e., the loss of the facility has occurred, but other
Aetna Better Health locations and business suppliers locally are unaffected. In this scenario,
Aetna Better Health’s Contingency Plan is designed to react to the assumptions by utilizing a
strategy of one building backing up the other depending on which location or building is
affected, i.e., space may be made available for Contingency Plan teams in nearby Aetna Better
Health facilities, e.g. Florida or Texas facilities or other bordering States or counties where
Aetna Better Health has an established presence. If it turns out that all nearby buildings are
experiencing outages of some sort, i.e., no nearby Aetna Better Health Facilities exist, we will
utilize a strategy of rapid deployment of office based workers to other operational sites, i.e.,
Connecticut, New York, Arizona, and so forth as applicable, and will deploy additional
steelworker personnel. Additionally, built-in redundancies would allow connectivity and access
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by re-routing local member or prior authorization phone lines to affiliate call centers to enable
class, claims and other critical functions for handling by Aetna Better Health affiliates. Calls
will be restored to the normal business units once employees are returned to the facility or
relocated to an alternate site. Work-arounds, re-allocation of work and work at home are all
viable recovery strategies and will be considered and utilized as appropriate. Work-at-home or
remote access personnel, also provide access through one of the following:

e -Remote VPN connectivity

e -Physical re-location to the closest Aetna Better Health facility, affiliate or other corporate
location

e The corporate offices in Phoenix, Arizona

Scenario Two — “Building OK, No Systems”

In this example, the assumption is that there is a loss of systems and/or data affecting the
operation of those systems or the data access or system access is otherwise limited; i.e., loss of
systems is isolated to a particular building location. These scenarios provide in the Contingency
Plan that local implementation data recovery strategies are implemented in accordance with
established Aetna Better Health back-up recovery procedures. These procedures are described
below. Local personnel would continue to perform critical functions not dependent on
telecommunications availability at the outset of an interruption, including care coordination and
communications with providers. Additionally, the same procedures implemented in Scenario
One above, i.e., transfer of systems and remote connectivity activities, would be implemented as
necessary.

To the extent that Aetna Better Health’s corporate site is called upon to support the recovery of,
and circumstances provide that an event is also occurring at the Aetna Better Health’s corporate
data center in Phoenix, the corporate business continuity process provides for the rapid failover
connectivity to an internal hot-site location in downtown Phoenix, Arizona via five point-to-
point T1 lines. This hot-site facility encompasses over 60,000 square feet and offers duplicate,
secured data center housing:

e -A recovery Exchange e-mail server

e -A file server

e -A database server

e -Terminal servers

e -A separate PBX system with excess capacity
e -Internet connectivity

e -A call center and workstations to support disaster recovery efforts for at least 90 days

Additionally, the data backup and storage functionality to Aetna Better Health’s corporate site
have been enhanced to electronically ship production data to designated recovery servers at the
hot-site location. Redundant T1 lines from the corporate site to the hot site location provide
immediate connectivity to each Contingency Plan location in the event the corporate site
experiences a business disruption due to a pandemic, natural disaster or other emergency.
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Scenario Three — “Third Party Supplier Out”

When a loss of an important Third Party Supplier relationship, where services, data and/or
connectivity is interrupted, i.e. war overseas, civil unrest, pandemic, infrastructure failure or
financial collapse, recovery timeframes and established processes provided for in the supplier
agreement are monitored to see that the third party is operational within the contractually stated
timeframes. Important third party suppliers include those vendors whose services Aetna Better
Health depends on. Aetna Better Health categorizes its third party vendors as vital, critical, or
essential.

e Vital Supplier — Cannot tolerate being without this supplier for more than 24 hours (e.g.
suppliers that are crucial to the functioning of the corporation, e.g., Core Processes, IT
Operations, Facility Managers, etc.).

e Critical Supplier - Cannot tolerate being without this supplier for more than 5 days (e.g.
Suppliers that over a period of a few days will cause significant issues with delivering normal
service levels).

e Essential Supplier - Cannot tolerate being without this supplier for more than 30 days (e.g.
Suppliers whose outage would not begin to take a toll on business for some time after they
experience a disaster but whose contributions would eventually have to be replaced)

Aetna Better Health designates Relationship Managers who are responsible for contracting and
overseeing the relationship of their assigned supplier to see that core business functions continue
as required and in accordance with the contractual requirements.

Aetna Better Health, during initial contracting efforts, implementation, and periodically
thereafter, reaches out to its suppliers and business partners to confirm that important services,
from facilities management to telecommunications support, would be available during a
pandemic or other natural disaster. Contracts with third parties are structured such that any
critical Aetna Better Health business partner is required to meet Aetna Better Health’s internal
Contingency Plan standards. Aetna Better Health regularly conducts detailed reviews of the
readiness of our most critical suppliers. For any critical suppliers found to be deficient in its
preparedness, Aetna Better Health provides information to the supplier to assist in the
development of a pandemic contingency plan or develop additional contingencies. On an
ongoing basis, Aetna Better Health works with its suppliers to share business preparedness
information and best practices in connection with pandemic or disaster preparedness planning.
Third party vendors such as imaging, mail or publishing vendors that support Aetna Better
Health’s critical processes are required to have their own Contingency Plan and during a
pandemic or natural disaster, Aetna Better Health expects them to implement their plans.
Additionally, Aetna Better Health also provides for transferring third party vendor functions to
other vendors during a crisis, emergency or other disaster affecting the vendor’s ability to carry
out its contractual obligations. Vendor plans are reviewed for their ability to meet individual unit
recovery time objectives

Scenario Four — “Wide-Spread Severe Staffing Shortage (Pandemic)”

This scenario assumes staffing shortages as a result of a regional or global Pandemic or Bio-
Terrorism event occurring simultaneously at many random Aetna Better Health sites to varying
degrees of severity, which period of time may be between 6-8 weeks at a time, and where 2-3
waves are possible over an 18 month period.
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This Contingency Plan is designed to react to the following specific assumptions:

e Absenteeism — Expect up to 40% absenteeism for a 6-8 week period due to sickness, anxiety,
caring for sick family members, day care or elder care disruptions, or simply due to a lack of
transportation.

e Quarantine or Isolation — World, Federal, State and Local Health Departments may shutdown
non essential businesses in a particular area especially if involved in incipient cases.

e Emergency Staffing — Aetna Better Health or the local health agency at some point may
decide to implement an “Emergency Staffing” mode of operation where only certain
personnel will be allowed to come to the site and all others sent to work at home if possible,
or be idled if not able to work at home.

e Suppliers — Impact may be experienced from third party domestic and/or offshore suppliers
where operations may be degraded or interrupted depending on their level of preparedness
and/or that of the host country.

e Mail and Parcel deliveries and E-Commerce may be stopped or slowed in local or regional
areas.

e Essential Services — Mass transportation, availability of fuel, food and essential supplies may
impact an employee’s ability to come to work and ability for supply chains to maintain
delivery flow.

e Infection Control Measures — That be implemented by health jurisdictions and/or by Aetna
Better Health that may quarantine infected or exposed persons in their homes or shelters and
provide for additional safeguards such as infection control.

e Telecommunications & IT Infrastructure - Degradation for existing teleworkers and any
employees sent home due to the pandemic need to improve social distancing.

e  Work Model Changes - Possible Shifts in the volume or nature of work being processed for
this function. One example would be the number of calls and the types of questions being
asked.

In addition to the remedies provided for in the above referenced scenarios, e.g., re-routing
Member Services and other call centers to Aetna Better Health affiliates, Aetna Better Health
may opt to implement an emergency staffing mode of operation where only critical personnel
will be asked to report to duties, at a designated location, and all other personnel will be sent
home, to work from home if possible.

Communication with personnel and suppliers when normal systems are
unavailable

Communication with Employees

In the event the Contingency Plan is implemented, personnel are alerted that the plan is
implemented and that a data center recovery effort has been officially activated. Personnel are
alerted via a telephone call, keeping a record of individuals contacted or required subsequent
follow-up calls. Designated personnel (i.e. first line contact personnel or their back-ups) is
instructed not to speak with or share any information with any person other than the Aetna Better
Health employee and for quality assurance reasons, are required to utilize a telephone script,
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similar to the one provided below, in their telephone outreach efforts to Aetna Better Health
employees:

1) If contact is made, say "MAY I SPEAK WITH (Individual)?", and then provide the
following information:
— Brief description of the problem
— Location of the Contingency Plan team meeting location:
— Phone number to call into:
— Action required
— Inform personnel to make no public statement regarding the situation
2) Ifnot available, - Say “WHERE MAY I REACH (Individual)”?
— [Ifat any location other than work, get phone number, make call and provide the
information in item #1.
— Ifindividual is at work, indicate you will reach the individual at work.
3) Ifno answer or contact:

— Periodically recall, until contact is made.

4) Report to management when all contacts have been completed along with expected on-site
arrival times for unit recovery team members.

Aetna Better Health also communicates with personnel via its intranet and provides disaster
related information on this site. The intranet is an Internet web portal that allows Aetna Better
Health employees to securely access many of Aetna Better Health’s internal systems and
applications from their home PCs through their personal internet service provider. Basic features
include access to e-mail and calendar facilities, and advanced features, depending on employee’s
security clearance and functions, include access to Aetna Better Health’s host systems, Intranet
and Network Shares directories. Other benefits for employees include:

e No client software or configuration changes are required.

e The traffic between the employee’s browser and Aetna Better Health's services are
encrypted.

e "Strong Authentication" is used to for intranet Advanced Features to accurately identify users
and secure Aetna Better Health’s facilities.

Aetna Better Health and employees do not incur potential long-distance phone charges by dialing
into networks directly.

All Aetna Better Health employees can gain access to the intranet with their network ID and
password. No additional Ids, security authorization or management approval is required. We
hope you will take advantage of this service, and find it useful. Please encourage your co-
workers to also utilize intranet.

Communication with Vendors
Aetna Better Health has numerous external partner relationships that provide essential services
and applications. As part of its subcontract with these vendors, each vendor is responsible for
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having their own Disaster Recovery Plans to provide restoration of the critical application
service. As stated earlier, Aetna Better Health designates Relationship Managers who are
responsible for contracting and overseeing the relationship of their assigned supplier to see that
core business functions continue as required and in accordance with the contractual
requirements. The Relationship Manager is the designated individual to establish contact with
vendors and suppliers in the event of an Aetna Better Health local or corporate outage affecting
the supplier’s contractual obligations to Aetna Better Health. Suppliers are contacted via several
mechanisms, i.e. telephone and electronic mail, and may also receive important information from
Aetna Better Health in the same manner as information disseminated to providers and members,
e.g., through Aetna Better Health’s internet website, media outlets, and/or through phone
recorded messages.

Continuity of Services to Members and Providers

Call Center Operations

As a national Medicaid health insurer, Aetna Better Health has 10 separate call centers in 10
different states, with one call center that operates on a 24 hour, 7 day a week basis, providing
Aetna Better Health with the flexibility to shift work from impacted sites to other sites. The
various calls centers are connected through the Avaya telephone system and allow call centers
and calls to be routed seamlessly from one Aetna Better Health affiliate to another. We even
have a virtual call center - several thousand of our customer service personnel work from home.
This means that when one area of the country is struggling with a crisis, like a hurricane or snow
storm, Aetna Better Health can still serve its covered Medicaid population efficiently. These
“virtual” call centers are beneficial in pandemic situations as well, since these employees reside
at different locations throughout the country and as such when an event, such as a pandemic,
affects multiple regions of the country simultaneously, our work-at-home capabilities of our
employees and dispersed national call and claim infrastructure allow us to optimize available
resources to maintain essential services for our customers.

Aetna Better Health has long been a proponent of flexible work arrangements, including
telecommuting. Much of our work force is already on a full-time telework schedule. As part of
our pandemic planning, Aetna Better Health studied the feasibility of whether more employees
could temporarily telework in response to office closings or other infection-control measures.
Based on that study, we believe that a majority of our workforce could continue to perform their
functions on a work-at-home basis. Many employees already have the personal infrastructure and
secure access authority to Aetna Better Health's systems to perform work remotely on a part-time
basis, and others have at least high-speed broadband in their homes should additional access be
needed. While we cannot rely on teleworking as a standalone strategy for a pandemic or other
emergency, our remote-access capabilities will allow many personnel to work from home or
other locations during a disaster to supplement those who are designated to be critical on-site
personnel or who are working in offices in parts of the country not affected by a pandemic.

Moreover, in a severe pandemic, experts estimate that absentee rates could reach as high as 40%.
To help confirm that we have the manpower to support the ongoing operation of crucial
functions, Aetna Better Health has identified personnel positions serving similar functions that
may not be essential in an emergency. Individuals holding those positions can be trained and

Response to RFP No. 305PUR-DHHRFP-CCN-P-MVA for Geographic Service Areas A, B and C
Section M — Requirement §2



CONFIDENTIAL CONFIDENTIAL CONFIDENTIAL

\KA . Part Two: Technical Proposal
etna Section M: Emergency Management Plan

Better Health

redeployed to supplement existing personnel for critical functions such as member services,
medical management and behavioral health services.

Testing of Business Continuity/Disaster Recovery Plans

Disaster Recovery Testing

The Contingency Plan is regularly updated to reflect the most current industry standards. All
affiliate disaster recovery plans are required to be updated semi-annually. Aetna Better Health,
together with its affiliates, regularly assess the overall risk of data loss and recovery through a
variety of formal policies, procedures and contractor arrangements that specify the actions to be
taken by appropriate personnel to make sure that all aspects of the IT infrastructure are secure,
operational and available to support the organizational objectives. These policies address such
issues and practices as data classification, data protection, data backup and recovery, system
maintenance and performance, incident reporting as well as the escalation and disposition of
emergency recovery actions through the Contingency Plan process. As a whole, they provide a
comprehensive and cohesive plan providing for continued access to critical Member and
provider functions and information in case of business interruption or disaster.

Aetna Better Health implements and maintains ongoing enhancements to disaster recovery plans
and procedures. Testing is performed across a variety of applications and infrastructure
components on a regular basis to promote ongoing disaster recovery readiness. Aetna Better
Health routinely tests recovery elements of third party relationships including technology
components, critical processes, and access points. These exercises can be initiated by either party
and Aetna Better Health welcomes the opportunity to test these relationships as time and
resources permit.

e System maintenance and performance
e Incident reporting

e The escalation and disposition of emergency recovery actions through the Contingency Plan

Data Backup and Recovery

Aetna Better Health’s disaster backup and recovery strategy is to provide and maintain an
internal disaster recovery capability. This strategy leverages the internal computer processing
capacity of two state-of-the-art, hardened computer centers located in both Middletown and
Windsor, Connecticut. Both facilities have extensive fire suppression systems, dual incoming
power feeds, UPS, and backup diesel generators supporting 24/7/365 operation. Physical access
is strictly controlled and monitored, and access to vital areas is segregated by floor and business
function as appropriate. The two data centers house Aetna Better Health’s computer processing
capabilities on three major platforms, mainframe (Z/OS), mid-range (Various UNIX versions),
and LAN (Windows on X86 processors). The data centers are load balanced and supplemented
by quick-ship and capacity-on-demand contracts, permitting each center to back the other up in
the event of disaster. We maintain contracts with national vendors providing for replacement
equipment and supplemental capacity as needed, further promoting compliance with Recovery
Time Objectives (RTO).

Infrastructure and application data is secured and stored offsite on a daily basis. Backed-up data
is cross vaulted between the two computer centers, with mainframe backups stored primarily on
disk media and mid-range/LAN backups stored primarily on tape. Additionally, all mainframe
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disk data is mirrored to the alternate data center providing a simplified and timelier recovery for
that piece of the environment. Any customer data lost as a result of a data center catastrophe will
be recovered through re-submittals by service providers and/or recovery reconciliation teams.

File Servers located at the Phoenix datacenter are backed up daily by the Network Engineer, with
a full backup on Friday of every week. Every Thursday, full backup tapes are sent to the offsite
data storage vendor in locked protective containers that are specifically designed to guard the
integrity of magnetic data. The offsite tapes are stored for 90 days and then recycled with the
exception of the last full backup of the month, which stays offsite for 7 years. Incremental
backups are stored onsite for 90 days and then recycled.

Databases are backed up, by the database administrator, once a day either with SQL transaction
log backups or server dumps placed on a file share incorporated into the file server backup
schedule. For Tier One applications, Aetna Better Health’s WCC databases utilize an active log
shipping process from the Phoenix datacenter’s database servers leading to point-in-time
recovery of the production databases. The log shipping process is only turned inactive during
Disaster Recovery exercises. As an active CONTINGENCY PLAN Hot Site, these WCC
systems are monitored by IT using Argent and SQL monitoring tools. Aetna Better Health’s
WCC configuration includes terminal servers, SQL Server servers, and a FTP/DNS server for a
Medicaid Business Unit recovery. The terminal server environment only supports QNXT® and
our web-based care management application (Dynamo ) applications. The SQL Server
environment supports the health plan databases that the terminal servers utilize as well as tier
two through 4 applications. Aetna Better Health applications that are not Tier One will be
recovered utilizing Aetna Better Health’s HP Quickship contract.

Data Recovery

Aetna Better Health works with its affiliates and its corporate office and IT personnel (including
their disaster recovery plan), in implementing a high level plan for recovery of a data center and
its critical components. The plan is derived from over 50 detailed IT infrastructure plans which
are maintained by each critical support area. The combined plans make up the Aetna Better
Health IT disaster recovery program and contain processes and procedures to recover all
functions, services, and equipment which are needed to recover either data center. These plans
are centrally maintained by our disaster recovery group, are stored both locally and offsite and
are updated semi-annually or as needed by the respective infrastructure area.

Application recovery (Contingency Plans) document technical and management contacts,
application recovery specifics, application dependencies, integrated system synchronization, and
checkout procedures. The plans are maintained routinely and utilize automated recovery
processes to insure appropriate data resilience. These Contingency Plans are validated annually
with the application owners and business users with periodic integrated tabletop simulations.
Escalation and notification procedures are contained within disaster recovery plans to verify
recovery team members, affected partners and business unit owners are activated in a timely
manner. AIS’s role during a disaster is to lead, manage, and staff the various recovery teams,
which will also be augmented by additional vendor specialists under contract for certain
supplemental recovery technologies, which AIS will coordinate.

In the event of a data center disaster, the RTO to resume most production processing is four days
from disaster declaration for all mainframe and mid-range systems and five days for LAN
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systems. Portfolios of highly available applications, such as web and pharmacy, have RTO’s of
six hours or less. These applications utilize mirroring and/or load balancing technologies
between the datacenters to make certain that the reduced RTO’s can be met. Aetna Better
Health’s voice and data network backbones are fully redundant using SONET ring technology
and are recovered within 1 hour of a data center outage. In short, Aetna Better Health’s data
center recovery strategy and its application RTO’s are consistent with or better than industry
standards.
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M.2 Describe your plan in the following Emergency Management Plan scenario for
being responsive to DHH, to members who evacuate, to network providers, and to
the community.

e You have thirty thousand (30,000) or more CCN members residing in hurricane
prone parishes. All three GSAs include coastal parish and inland parishes
subject to mandatory evacuation orders during a major hurricane. A category 5
hurricane is approaching, with landfall predicted in 72 hours and parishes
within the GSA are under a mandatory evacuation order. State assisted
evacuations and self evacuations are underway. Members are evacuated to or

have evacuated themselves to not only all other areas of Louisiana, but to other
States.

Your provider call center and member call center are both located in Baton
Rouge and there is a high likelihood of high winds, major damage and power
outages for 4 days or more in the Baton Rouge Area (reference Hurricane
Gustav impact on Baton Rouge). It is expected that repatriation of the
evacuated, should damages be minimal, will not occur for 14 days. If damage is
extensive, there may be limited repatriation, while other members may be
indefinitely relocated to other areas in Louisiana or other states.

In the event of a business disruption, such as a natural disaster (e.g., hurricane or other storm
capable of producing high winds and wide-spread damage), Aetna Better Health, Inc.’s (Aetna
Better Health’s) primary objective is to:

1) Provider for the safety of human life;

2) Provide for mechanisms which support communication with all constituents before, during
and after a natural disaster; and

3) The rapid resumption of mission critical, healthcare service delivery functions for our
members.

In such events and in order to guide management and technical personnel, each of our Medicaid
State operations relies on the principles set forth in our Business Continuity Programs. These
plans will be collectively referred to as Contingency Plan (CP), that includes a Disaster Recovery
Plan (DRP) and a Business Continuity Plan (BCP); hereinafter referred to as the Contingency
Plan) throughout, unless there is a need to specifically isolate a particular plan. . Our
comprehensive business continuity program provides the strategy underlying Aetna Better
Health’s responsiveness to members, network providers, the community and the Louisiana
Department of Health and Hospitals (DHH) during a natural disaster such as a hurricane.

Several key components of the combined Contingency Plans, which support Aetna Better
Health’s responsiveness to DHH, members, network providers and the community, include:

1) The deployment of a Crisis Event Response Team;

2) Member and Provider Services Education on hurricane preparedness, including
communication with Aetna Better Health during a storm; and
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3) Establishment of specific procedures that provider for mission critical functions, such as
uninterrupted call center operations.

The Crisis Event Response Team (CERT) is established to assure leadership and decision-
making during any potentially disruptive event. The CERT is trained to assess internal and
external situations and infrastructure concerns, appropriately respond to events, and provide
timely communications to Aetna Better Health employees, critical third parties, customers and
the public. Aetna Better Health’s CERT includes a collection of Managers and professional
personnel from various areas of the company including field offices. The CERT has the
responsibility, authority and sufficient breadth and depth of knowledge to effectively advise
senior executives on appropriate courses of action. CERT members are chosen because they can
effectively analyze available information; understand the potential impact of a disruption to
Aetna Better Health, its infrastructure and its customers; and timely make problem-solving
decisions. The CERT will gather at the pre-determined command center locations and begin their
decision-making process after receiving notification of a potential threat.

Specifically, this team is responsible for:

e Ensuring the safety and welfare of employees;

e Activation of appropriate Field and Home Office Event Response personnel;
e Requesting assistance from local disaster authorities;

e Coordinating the activities of personnel during a disaster;

e Deciding when to enact or cease activation of the Contingency Plans;

e Serving as the central source for data and information about the event;

e Making decisions about the Company’s response;

e Coordinating communication responses to Customers, DHH, Members, Provider Networks,
Employees, Critical Third Parties, media and the public;

e (Coordinating and communicating with all appropriate jurisdictional regulatory entities such
as Insurance Departments;

e Modifying member and plan sponsor policy as necessary for regional or national disasters;
e Assessing availability of personnel and possible transportation needs;

e Mobilizing support from all areas to assist in prompt recovery; and

e Initiating facility recovery and re-entry process.

Please see Appendix W for detailed information regarding Aetna Better Health’s Disaster
Recovery Plan and communications strategies.
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Preparedness Efforts

Aetna Better Health affirmatively addresses disaster preparedness, including hurricane
preparedness, through its established Contingency Plans and specific preparedness efforts which
focus on educational materials provided to its membership and provider network. The provision
of such educational materials, either through written documents or through information
disseminated by Aetna Better Health through its various interactions with members or providers,
not only supports Aetna Better Health’s responsibility to communicate with affected parties
during a natural disaster and continue delivery of healthcare services, but it also underlies our
commitment to the communities we serve. Aetna Better Health as such, actively engages not
only in business related Contingency Plans and activities, but also, through member and
provider education, community involvement and knowledge of federal and State resources, we
strive to mitigate damage to property, promote health, and prevent losses caused by such
disasters.

Aetna Better Health understands that one of the key factors influencing a member’s behavior and
their understanding of the health care and community resources available to them during a health
or other crisis related event is education. Aetna Better Health continually provides adequate
informational resources to both its membership and provider network, to see that access to
healthcare services is adequate; including the provision of information relating to access to
healthcare services and other necessary resources during a natural disaster such as a hurricane is
comprehensive. Aetna Better Health includes information about hurricane preparedness in the
member Handbook and Welcome Packets, the member Internal portal (during hurricane season
and during specific declared emergencies or impending storms), and in the member newsletters
(during hurricane season). Likewise, Aetna Better Health educates network providers via the
Provider Manual, mailings, the Provider Internet portal and direct communications (e.g., during
monthly provider services visits). Additionally, to improve dissemination of information
concerning access to care and disaster related preparedness and resources; Aetna Better Health
uses other, supplementary strategies to communicate with members and Providers as provided
below:

e Aectna Better Health supplements the online portals with a listing of disaster preparedness and
recovery community resources, along with other important messaging concerning an
impending storm.

e Actna Better Health uses Case Managers, Disease Management, Member Services, Provider
Services and other Medical Management personnel, e.g., Prior Authorization, to identify and
assist members needing hurricane preparedness assistance prior to and during a declared
incident, including assistance with arranging ongoing medical care for those persons with
chronic illnesses or other ongoing special healthcare needs, e.g., pregnant members.

e Aectna Better Health’s culture places emphasis on the “availability and Access to Core
Benefits and Services” through dedicated Case Managers and Member Service personnel
who facilitate dissemination of information during a crisis, e.g., which facilities are open or
available for treatment or which facilities or evacuation shelters can support the evacuation
needs of special needs member such as those with physical disabilities, coordinating special
transportation plans and scheduling ongoing care for members with ongoing medical needs
such oxygen dependent individuals.
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e Individual Member Care Plans and needs assessments are conducted, along with one-on-one
educational discussions with the Member’s Care Coordinator or Case Manager regarding
evacuation plans, shelter or relocation needs, special needs during a disaster and methods for
ongoing communications with the Case Manager, family and care providers and so forth .

e Dissemination of special flyers and written materials prepared by federal and state
emergency management officials and organizations

Member Education

To better assist members in navigating the myriad resources (e.g. regional public health offices,
websites, etc.) available to them, Aetna Better Health’s Member Handbook and website will
contain a directory and links to key emergency preparedness resources. Periodic and seasonal
(e.g. pre-hurricane season) website announcements and newsletters will afford an opportunity to
promote time sensitive, public emergency preparedness educational opportunities and deliver
targeted messages; and menu prompts and/or “On Hold” messages at our Member Services Call
Center will either provide or direct members to additional sources of information. Member
Services Representatives and Case Managers will receive training to the extent that they are able
to increase members’ awareness of available emergency preparedness programs and resources,
assist with registration (as in the case of Special Needs Registries) and encourage Members to
make regular updates to registry information, the goal of the latter activities to assist the State in
identifying and cataloguing Members with special medical and/or transportation needs which
will require assistance during public health emergencies.

The Member Handbook includes a welcome letter and kit, which references scope and
availability of covered healthcare services and how to access these services, including education
and information regarding programs or other services available to support members in their
hurricane preparedness efforts and information on access to ongoing care or special needs care
during a hurricane. It also provides information regarding Aetna Better Health’s assistance
relative to arranging service during a storm, such as parish specific hurricane information,
including evacuations, shelters and special needs shelters for the medically needy. The Member
Handbook includes a section dedicated to hurricane preparedness and instructions. Guidance
concerning hurricane preparedness includes information such as:

e Instructions on contacting local emergency management offices, local parish or local
American Red Cross chapter, to request community hurricane preparedness plan.

e Raising awareness of safe routes inland as communicated by the office of emergency
management.

e Information regarding nearby shelters, including shelters equipped to handle medically needy
or medically fragile individuals.

e Basic hurricane information such as the differences between a hurricane watch and a
hurricane warning

e Suggested steps to take during a hurricane watch and steps to take during a hurricane
warning

e Information related to evacuations

e (uidance on the safe return to a home or residence
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e Assistance with locating post-disaster resources
e Information on contacting Aetna Better Health before, during and after a hurricane

e Instructions to contact Member Services (e.g., call center), assigned Case Manage or the
Internet portal for specific hurricane related information

e Special needs and Case Manager related information and resources

Additionally, the welcome kit also includes community resource guides and checklists prepared
by the Louisiana Department of Health and Hospitals, the American Red Cross and other
emergency management officials in the State of Louisiana. Below is an excerpt from a member
communication regarding hurricane preparedness:

“In some areas of Louisiana, such as the Gulf Coast, hurricanes are a way of life. If you live in a
hurricane prone area, keep your health and your family safe by making hurricane preparedness a
priority. When there is an impending, severe weather related event, such as a hurricane, it is
critical for you to prepare. It is also important that you include your loved ones in your plans and
that you keep your providers informed during the planning process to be sure that everyone is
aware of what you and your family will do in the event of an emergency. You should also
contact other caregivers or persons involved in your care, such as your Aetna Better Health Case
Manager.

You and your family should begin your hurricane preparedness with a “Disaster Supply Kit.”
The Disaster Supply Kit usually includes essentials such as food, blankets, water and important
documents such as copies of identification and health related information. Health related
information can include the names and contact information of your physicians and the names of
the medicines you are taking. Other important health information to include is special
information such as allergies you have or any special health needs you may have such as the
need for special transportation if you are unable to walk or are dependent on special medical
equipments such as oxygen.

Be sure that you and your family members know where your disaster supply kit is located. Your
disaster kit should include enough supplies to allow you and your family members to be
completely self-sufficient for at least 72 hours (or longer depending on the emergency). Your
disaster supply kit should also include any necessary prescription and non-prescription
medication.

To assist you and your family in preparing for a hurricane, preparing for an evacuation, including
assistance with preparing your disaster kit, enclosed you will find the Official Louisiana
Hurricane Survival Guide, Be Red Cross Ready and Everybody Ready guides (sample of the
cover pages provided below for your reference).
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Additionally, be aware that it is important to have a post emergency telephone, such as a landline
or the contact number of relatives or other persons, outside of the affected area, where you or
your family members or care providers, including your Aetna Better Health Case Manager, can
call to receive important information concerning your medical care. Be sure to share this
telephone number with your Aetna Better Health Case Manager, your family members or other
relatives/persons and the providers involved in your health care.

If emergency management authorities in your area order an evacuation, you should evacuate
without delay. It is important for you and your family to have a plan in the event that Emergency
Managers ask you to evacuate. It is also important, especially if you have ongoing or serious
healthcare needs, that you also communicate your evacuation plan with your caregivers, e.g.,
physicians and Aetna Better Health Case Managers, and that you have a plan to contact your
caregivers before, during and after a storm.

Being prepared makes the difference in your safety and your health. In addition to the
information provided in this Member Handbook, other resources, directories, and Internet
websites contain useful information to help you and your family prepare for an emergency such
as a hurricane. If you have any questions regarding hurricane preparedness, arranging special
healthcare needs during a storm or you do not have a computer or Internet connection to help
you prepare, call the Member Services department or your Case Manager for assistance and
additional guidance.”
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Provider Education

Our provider network orientation process, along with other provider educational materials (e.g.,
Provider Handbook), includes information about our disaster preparedness, including
communicating procedural modifications during a disaster operation mode. Provider education
and training on these requirements are also available to network providers via our Internet
website and provided in seasonal provider newsletters. Our Provider Services personnel also
perform provider education and face-to-face training during new provider orientations and at
regularly scheduled provider visits. Our general provider education and training addresses
disaster preparedness, including requirements related to notifying Aetna Better Health of any
relocation efforts by the provider.

Below is a non-exhaustive/sample matrix of the types of topics covered during a provider’s
initial training, along with those training aspects which are specific to hurricane preparedness:

Initial Training Specific Training Hurricane Preparedness
(General Topics) (Examples) (Specific Topic Examples)
e Introduction and Overview | e Duties, expectations, and code | ¢ Disease specific hurricane
of: of conduct guidelines preparation, e.g., medication
- Medicaid program e  Cultural competency management, compliance and
- Current healthcare e Responsive and courteous medication supply/advance refills
legislation such as the customer service for diabetics, asthmatics, post-
Patient Protectionand | «  Provider Network Composition transplant, mental health,
Affordable Care Act e Al facets of the Aetna Better hypertensive, and other
and Health Care Health Provider website prescription dependent conditions
Education and e Al covered populations and *  Shelters for medically needy
Reconciliation Act brief description of covered e Local parish evacuation routes and
- DHH services for each hurricane plans
- DHH Policies and e CMS or State Medicaid e  Contact information, e.g., call
Procedures quidelines, as applicable center, Provider Services, and
o Compliance and Fraudand | ,  (jaims submission other Aetna Better Health
Abuse (including HIPAA requirements telephone or communication
and False Claims Act o Credentialing and mechanisms available during a
Provisions) recredentialing, initial and hurricane, e.g., a dedicated
e Business Continuity and ongoing requiréments information line and out-of-State

Recovery Plan contact information for Aetna Better

o Information available through

(BCP)/Disaster Recovery Internet portal and resources Health resources
Plan (DRP) available through Aetna Better | ®  Instructions on coordinating

e Business Conduct & Health ongoing care plans with a
Integrity o Geographic Service Areas member’s evacuation plan

e Medicaid (GSAs) e Requirement to notify Aetna Better
Complaints/Grievance e Web resources such as maps, Health _of mtgnt to rel_oc_ate during a
System community and state websites storm, including providing

e Medicare relocating contact information
Complaints/Grievance ¢ Maintenance of up to date contact
System information on record with Aetna

e Cultural Better Health
Competency/Health ¢ Notification of members with
Literacy and Diversity chronic, disabling, physical, mental,
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Initial Training Specific Training Hurricane Preparedness
(General Topics) (Examples) (Specific Topic Examples)

e Quality of Care - or other serious or special health
Identification of Issues and needs (i.e., to facilitate advance
Referral to Quality member enroliment in DM or CM,
Management as applicable, and allow for Aetna

e Introduction and Overview Better Health CM to conduct
of Integrated Care assessments and other activities
Management (ICM) which support coordination of care

o Electronic Systems during a hurricane)

Navigation, e.g., EDI, prior e Obstetricians: Provide Aetna Better
authorizations, claim status Health with specific instructions on

o Risk Management maternity members and evacuation

expectations and plans (i.e. certain
providers may choose to send
pregnant members who are 36
weeks pregnant or more to a
hospital or Regional Perinatal
Intensive Care Center during a
hurricane warning, in place of
evacuating to a shelter or other
location)

In addition to the written materials described above, Aetna Better Health also provides outreach
activities designed to assist providers in engaging members to prepare for a hurricane. This
guidance supports providers and the Aetna Better Health Case Managers in providing members
with disease specific or health specific preparedness assistance. To assist providers, the Aetna
Better Health Provider Services Representatives provide initial and ongoing training regarding
hurricane preparedness (as referenced in the sample provided above). Specifically, this guidance
suggests that during a hurricane watch (and before a hurricane warning is issued), providers
should contact those members undergoing an established course of treatment, in order to
document where the member will “ride out the storm” or if any plans to relocate or evacuate are
underway. For members relocating to another location, such as a relative’s home, a hotel, a
shelter or an out-of-area or out-of-state location, the provider is instructed to document the
contact information for the member and to contact the Aetna Better Health Case Managers to
share the member’s contact information.

Moreover, providers are also encouraged to have members call their Case Managers to receive
other preparedness information. The providers are advised that Case Managers are trained in
preparedness efforts and can assist members in locating shelters, including locating special needs
shelters and can also facilitate other medical care and provide other supportive guidance or direct
members to the appropriate resources, e.g., a Case Manager can direct a member to a specific
parish’s Internet website containing specific evacuation or other pertinent information or can
read this information to those members without a computer or without Internet access. The Case
Managers can also provide local Red Cross facility information and can even assist members
with disabilities or other special needs locate appropriate and assistive community resources,
such as enrolling in local emergency alert systems. Network providers also receive Aetna Better
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Health contact information, including specific hurricane-related information, through the Aetna
Better Health call center, the Internet portal and specific outreach telephone calls conducted by
either the Provider Services, Case Managers or other medical management personnel for those
providers who have been identified as serving high-risk groups, chronic illnesses and/or primary
care providers with active panels.

Communicating with Members during a Hurricane

Member Inquiries to Call Center

National weather authorities typically issue tropical storm warnings within 36 hours of expected
storm conditions resulting in sustained winds between of 39 to 73 mph. Upon issuance of such a
tropical storm warning, Aetna Better Health initiates storm preparedness efforts which call for
active monitoring of situation reports from emergency management officials, media alerts and
other weather-related incident authorities, such as the National Oceanic and Atmospheric
Administration’s National Hurricane Center (NOAA). When a storm intensifies and upon
authorities making a “hurricane watch” announcement (i.e., announcement of the possibility of
sustained winds of 74 mph or higher), Aetna Better Health undertakes activities to secure its
physical buildings and infrastructure (as more fully described in the Contingency Plans), and
engages in specific preparedness and communication strategies with its membership, providers,
DHH and the community.

During a hurricane watch or warning, the Aetna Better Health telephone lines will remain open,
during normal operating hours, in order to provide members with the most up-to-date
information available. Our Member Services personnel and Case Managers remain available to
assist members in locating providers, getting medication refills, directing them to community
resources or information regarding shelters or community established evacuation routes and
other such assistance during the crisis. The Aetna Better Health personnel receives hurricane
specific training to assist in this respect and upon issuance of a hurricane warning, they are
provided with up to date written materials which they use for reference to address member
hurricane-related inquiry calls. These materials can include parish specific information and
emergency contact numbers, Internet resources and other information generally available to the
public that assists the personnel in locating resources or answering member inquiries. Examples
of these literature, include but are not limited to the following (Note that these are examples and
are subject to updates and modifications which become available at the time of the weather
related incident, i.e., in some instances it is not possible to assemble the exact reference materials
and assembly is contingent on the emergency management or other authority issuance of
guidance which is specific to the named storm/hurricane):
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Guidance and Emergency Preparedness Information Resources and Websites available
for reference for Aetna Better Health personnel
Emergency Louisiana.gov

http://gov.louisiana.gov

Louisiana Governor's Office of Homeland Security & Emergency Preparedness

Louisiana Citizen Awareness & Disaster Evacuation Guides

Evacuation Information & Emergency Shelter Information and Checkpoints

Louisiana Volunteers In Action - Emergency Volunteer Registry

Louisiana Department of Health & Hospitals (DHH) Hurricane Information

Louisiana Developmental Disabilities Council Hurricane Information

Office for Citizens with Developmental Disabilities (OCDD) Emergency Preparedness

Louisiana State Police

Lake Charles Hurricane Forum

City of Lake Charles Emergency Preparedness

Calcasieu Office of Emergency Preparedness

Get a Game Plan
KPLC Hurricane Center

Emergency Disaster Resources from the Advocacy Center

Disaster Help
FEMA

American Red Cross of Southwest Louisiana

American Red Cross in Baton Rouge

310 Info - 211 Info for Southwest [ouisiana

SWLA Chamber of Commerce

United Way of SWLA

NOAA National Weather Service

The Weather Channel -Tropical Update

F2FHIC - Family 2 Family Health Information Center
Louisiana Assistive Technology Access Network (LATAN)

Louisiana Developmental Disabilities Council (DDC)
Office of Aging & Adult Services (OAAS)
Office for Citizens with Developmental Disabilities (OCDD)
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Guidance on Parish Emergency Management Contacts and Websites

Coastal Parishes Information

Parish Emergency Management Sheriffs Office Web Site
Acadia 337-783-4357 337-788-8B700 www.appj.org/Dep pency. ‘g htm
Assumption 985-369-7386 985-3169-2912 www.assumptionoep.com/LEPCboardmembers.aspx
Calcasieu 337-721-3800 337-491-3600 www.cppj.net/dept/cep/Defaultasp
Cameron 337-775-7048 337-775-5111 www.Isa.org/Loutsiana_Sherifts_ "Sharifh_Directory Came on hemd
Iberia 337-369-4427 337-369-3711 httpy/fiberaparishgovernment.com/dept-21 |.asp
Jefferson 504-349-5360 504-349-5322 www. jeffparish.net/index.cim!DoclD=1 163
Jefferson Davis 337-821-2100 337-821-2100 www. |dps.org/home.html
Lafayette 337-291-5075 337-232-9211 http/lafayettecep.org
Lafourche 985-537-7603 985-532-2808 www.lafourchegov.org/lafourchegov/Departments_OEP.aspx
Orleans 504-658-8700 504-827-8505 www.cityofno.com/pg-46- | -emergency-preparedness.aspx
FPlaquemines 504-297-5671 504-564-2525 weew. plags parish rgency-preparedness.php
St. Bernard 504-278-4267 504-271-2501 www, sbpg.net
St. Charles 985-783-5050 985-783-6807 www.stcharlesgov.net
St James 215-561-2364 225-562-2200 www, stjamesla.com/James/EmergencyPre.htm
5t. John the Baptist 985-652-2222 985-652-9513 www.s|bparish.com/eoc.asp
St. Martin 337-394-3071 337-394-3071 www . stmartinsheriff.org
St. Mary 985-385-2600 337-828-1960 www, stmary.k | 2.la.us/emergency.htm
St. Tammany 985-898-2359 985-898-2338 www, stpgov.org/departments_homeland.php
Terrebonne 985-873-6357 985-876-2500 www. tpcg.org/view.phplf=chsep
Vermilion 337-291-5075 337-232-9211 http/flafayettecep.org
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Guidance on Established Emergency Evacuation Routes:

Evacuation Area of the State Information Point Location Address

Re-entry from Mississippi U.S 165 & U.S. 84 1401 Carter Street
@ entry from ississippl on 1. Tourist Welcome Center arter >tree

U.S. 65 & U.S. 84 Vidalia, LA

Re-entry from Mississippi on I-20 2. Tourist Welcome Center 836 1-20 West, Tallulah, LA

From Southeast area on LA 1 3. Paragon Casino Paragon Place, Marksville, LA
) , o ) , I-49, Exit 53, 3601 LA 115 W

From Southeast/Central area on 1-49 4. Sammy’s Truck Stop Bunkie, LA

From Southeast/Central areas 5. Med Express Office 7525 U.S. 71, Alexandria, LA

on U.S. 71

From Southeast/Southwest/ Central R

areas on U.S. 171 and 1-49 6. P.E. Gym - LSU-Shreveport One University Place, Shreveport, LA

From Southwest on U.S. 171 7. Pickering High School 180 Lebleu Rd., Leesville, LA

From Southwest/Central areas 8. Tourist Information Center 8904 U.S. 165, Oberlin, LA

on U.S. 165

From Southeast area on LA 1 9. Maddie’s Truck Plaza 15972 LA 1, Simmesport, LA

After business hours, the telephone lines will contain storm related information and other
important information to direct callers to appropriate resources. Additionally, Aetna Better
Health collaborates with DHH, Louisiana Association of Health Plans, state medical societies,
state hospital associations and similar entities, to help provide consistency of hurricane related
information, as we did for Hurricane Katrina, which included the establishment of an industry
hotline to direct members needing contact or other information.

Special Needs Members

Members identified as having complex, chronic or disabling conditions or injuries, including
other high-risk members, such as high-risk pregnancies, will have an Aetna Better Health Case
Manager (CM) assigned to the member who will reach out to their assigned members when a
hurricane warning is announced. A member’s CM will collaborate with the member and their
providers/caregivers in support of a care plan that includes information concerning disaster
preparedness and a specific disaster plan. The care plan development process will include an
assessment of the needs and challenges of the member in the event of a declared emergency or
evacuation, such as in the case of a hurricane, along with recommendations and specific disaster
related plans developed in concert with the member and the care team, and may include a copy
of the member’s personal disaster plan. Involvement and preparation of the member and the
member’s family/caregivers in development of their disaster plan is essential to the care plan
development process. Upon completion of the care plan, a copy is provided to the member and
his/her primary care physician (and other treating providers, as applicable), including provision
of the plan to the member’s relatives or other caregivers, upon request of the member.

The purpose of including disaster specific information and plans in a member’s care plan is as
follows:
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1) Provides information on where the member will relocate in the event of a mandatory
evacuation, e.g., a general or special needs shelter or a hospital or Regional Perinatal
Intensive Care Center (RPICC) for high-risk/pregnant members.

2) Provides essential contact information regarding the member’s caregivers, including their
contact information and relocation information (i.e., if a provider has plans to relocate during
an emergency or a mandatory evacuation, alternate contact information on the provider is
noted in the care plan to facilitate member and CM interactions before, during and after a
hurricane)

3) Includes contingency plans for medical care, in the event the member is unable to reach
his/her caregiver or the provider is inaccessible due to the evacuation or damage to existing
treatment facilities (i.e. a contingency plan will have the names and contact information of
facilities and providers, as applicable, in neighboring parishes or states, who may be utilized
by the member on an out-of-network basis during an evacuation)

4) Guidance on what to do in an emergency

5) Specific shelter-related information for those individuals who will evacuate to a shelter,
including special needs shelters

6) Information regarding electronic medical records, where applicable, is noted to facilitate
transfer to out of area or emergency care providers, as may be applicable

7) A notation is made on how the member can get in touch with Aetna Better Health and his/her
assigned CM and how communication throughout the emergency will be handled (For
example, a member’s individual care plan may state: “’You should call your CM within 24
hours of hurricane landfall. If we do not hear from you, your CM will call you within 24
hours of hurricane landfall. If we are unable to reach you at that time, we will call the
individual designated in the emergency contact information you provided. We will continue
to re-establish contact with you, including calling your caregivers or designated contacts.”
i.e., a member specific strategy for communicating with the CM, member’s caregivers or
relatives, will be included in the member’s established disaster recovery plan)

A sample disaster plan document is provided below for reference:
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0AAS Emergency Plan & Agreement Form

1. Participant Name:

2. Participant Mailing Address:

3_ Participant Physscal Address. 4. Parish:

5. Participant Phone Mumber(s): 6. Famicipant Age:

7. Phy=ician's Name B. Physician's Phone Number:
9. Mext of Kin: 10. Emergency Contacl:

11. Planned Evacuation Place: (Must select one)
O A. Home of Tamily or friend: [List name, relationship B address)

O B. Medical Special Needs Shelter, MSNS: |(Describe medical condmion requaring MSNS care. )

O €. General Emergency Shelter:
O Do Other: (5C describe place and viability of option)

12. Transpoartathon: [Must select one of the below and complete the TTANSPOMATHN Contact information.)
O A, Family or other natural support will provide ransportation 1o the evacuation place,

OB. Direct Service Provider (D5P) agrees to provide transportation to the evacuation place and
remain with me until my supgort armives.
Select type:
O 1. Participant only
O 2. Participant & manual wheelchair
O 3. Participant & electric wheelchair
O 4. Transport of DRE: (List)

OC. ©Other: (I plan depends on any other form of transportation, i.e. ambulance ransportation,
describe.)

Transportation Contact information:
[List at minimum, 2 names of persons responsible for your tTRnsportation in an emengency and
ther emergency contact numbers, [ transportation i by OGP, must list Direct Seroce Prosider
T i rwice Prow

*If natural support does not arrive as anticipated, D5W will contact the SC and the regional waiver
office and remain with the participant until help anves.

v b 15, D009 ORS00

1 AP U et oran Pogm 1ok 3 1

Pregnant and High-Risk Pregnant Members

As part of its hurricane preparedness efforts, Aetna Better Health, during hurricane season,
reaches out to pregnant and high-risk pregnancy members to establish specific evacuation plans.
Pregnant members are instructed to discuss their hurricane and evacuation plans with their
obstetrician, primary care physician or perinatal specialist, as may be applicable. Additionally,
during initial contracting and credentialing, and periodically thereafter, Aetna Better Health
documents physician preferences regarding evacuation of pregnant members through varying
gestational periods. During a hurricane warning, Aetna Better Health Provider Services
personnel reaches out to obstetricians and other care providers treating pregnant members to
confirm or update the evacuation preferences of the pregnant members, according to the
gestational age of the fetus.
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Aetna Better Health is aware that when a hurricane is forecast to hit an area within 24 hours,
certain facilities may offer shelter for maternity patients or pregnant members who have a high-
risk pregnancy, as determined by their physicians. During an evacuation, the member’s
physician may recommend that a pregnant member evacuate to the delivery hospital of their
choice or in the case of a high-risk member, evacuate to a RPICC. These facilities generally
establish hotlines that provide specific hurricane information regarding evacuations and the use
of their facilities as shelters by pregnant members. Aetna Better Health monitors these hotlines
and the hurricane shelter policies of these facilities in order to provide up to date information to
pregnant members.

CMs provide pregnant members, including high-risk pregnant members, with specific hurricane
related instructions at the time of their assessment and/or referral to obstetric services. This
guidance provides that as the storm approaches, the pregnant member is to call their CM and any
hotline established by the hospital designated as the delivery facility by the member. Generally,
women who are 36 weeks pregnant or more or who are high-risk, may be permitted to shelter in
the delivery facility, and may bring one adult to provide assistance. Other recommendations may
be provided (in certain cases it must be specific to the facility), such as what to bring to the
hospital, e.g. an air mattress and bedding, whether or not meals and water will be provided,
regularly needed medications, and so forth.

Shelters

When a major disaster, such as a hurricane, threatens the population of Louisiana, certain
medically dependent members may need to be evacuated to special needs shelters where
professional care can continue by licensed physicians and nurses. Special needs shelters are
designed for individuals who are homebound, chronically ill, or who have disabilities and are in
need of medical or nursing care, have no other place to receive care, and cannot evacuate on their
own. Special needs shelters are available to provide, to the extent practical, an environment in
which the current level of health of evacuees with special needs can be sustained. For example,
electrical power for support equipment, like oxygen converters, will be provided by generators
within the special needs shelters, in the event that local power fails. Aetna Better Health
monitors situation reports from government officials which announce the mandatory evacuation
of special needs persons (typically conducted by State government officials prior to evacuation
of the general population) and immediately thereafter, will contact their assigned members to
provide assistance and guidance respective to shelters, evacuation plans and other disaster
preparedness.

Each parish in Louisiana has designated local and regional special needs shelters. Openings of
special need shelters are determined by the Louisiana Department of Health and Hospitals. The
Aetna Better Health CMs and other medical management or call center personnel, have up to
date listings of shelters, including special needs shelters, to assist members in their evacuation
efforts, and keep listing of openings as they become available and are announced by the DHH.
Additionally, Aetna Better Health personnel is aware that the Department of Social Services
activates triage phone lines, during declared emergencies such as a hurricane warning, to assist
residents in making their evacuation plans. These triage phone lines are there to assist members
before they attempt to access a shelter to see that the individual is placed appropriately based
upon their needs. These lines are activated at the discretion and upon announcement by DHH.
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Historically, those calling the triage lines will be screened by nurses to determine the level of
care needed. If they need the services provided by the shelter, the triage line will assist the
member in finding the appropriate shelter. Additionally, Aetna Better Health CMs are available
to provide members with the triage telephone numbers and can stay on the line with a member,
to assist in coordinating evacuation to a special need shelter.

The telephone numbers to call are:

e New Orleans 1-866-280-2068

e Baton Rouge 1-800-349-1372

e Houma-Thibodaux 1-800-228-9409
e Lafayette 1-800-901-3210

e Lake Charles 1-866-280-2711

e Alexandria 1-800-841-5778

e Shreveport 1-800-841-5776

e Monroe 1-866-280-7287

e Mandeville 1-866-280-7724

Persons with Disabilities

CM and other Aetna Better Health personnel also provide disaster preparedness, evacuation and
other assistance that is tailored to meet the needs of those persons with physical, social or mental
disabilities, including children with similar special health needs. During the care plan
development process, CMs address the specific needs of persons with disabilities. For example,
the CM may recommend that the member maintain a listing of certain important items and that
they store these items with their Disaster Supply Kit. Items to consider include, but are not
limited to: 1) Special equipment and supplies, e.g., hearing aid batteries, 2) Prescription names
and dosages; 3) Names, addresses, and telephone numbers of doctors and pharmacist; and 4)
Detailed information about the specifications of any medication regime or care plan.
Additionally, it is recommended that another family member, a friend or neighbor has access to
this listing and is aware of the location of the member’s emergency supplies. Members (or their
caregivers or family members) who feel they will need assistance in a disaster, are encouraged to
discuss their disability with their CM, relatives, friends, co-workers, and/or their care providers,
as may be applicable. For example, if special arrangements to receive emergency messages are
necessary, those plans should be established beforehand. If a member needs mobility assistance,
such as a wheelchair, those persons who will assist in transportation the member during an
evacuation should be knowledgeable about how to operate the wheelchair. Individuals who are
dependent on a particular facility type or equipment, should note in their disaster plans, alternate
locations (e.g., a dialysis dependent individuals should have the names, addresses, and phone
numbers of other dialysis locations and facilities in the event their primary facility is temporarily
or permanently unavailable due to a disaster or storm related damage).

Also, local emergency management offices or resources should be considered for assistance in
locating resources which are specifically designed to address the needs of those persons with
disabilities. Examples of literature and assistive written resources or referrals provided include
but are not limited to:
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National Level

Agency
U.S.

Department of
Homeland Security

Sample Resources
“Ready America” emergency preparedness materials:
e Family Emergency Plan (FEP)
"Are You Ready?" manual
e "Preparing Makes Sense. Get Ready Now" brochure
e Emergency Supply List
e "Older Americans" Brochure
e "Disabilities and Special Needs" Brochure

e Online Instructional Videos

Federal Emergency
Management Agency

“Preparing for Disaster for People with Disabilities and other Special Needs” brochure
Online/telephonic application for disaster assistance

Desktop widgets

e Hurricane Preparedness

e Disaster Assistance Resources

Centers for Disease
Control

Website contains links describing emergency preparedness for the following hazards:
e Bioterrorism

e Chemical Emergencies

e Radiation Emergencies

e Mass Casualties

e Natural Disasters & Severe Weather

e Recent Outbreaks & Incidents

American Red Cross

Provides two types of assistance after a disaster — hard and soft.

e Hard assistance provides material items and may include feeding, shelter, clean-up kits,
comfort kits and financial assistance.

e Soft assistance minimizes immediate disaster-caused suffering through listening, guidance,
advocacy, and counseling.

Website allows users to :
e Find a shelter

e Register themselves as “Safe and Well” and search other registrants
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Agency Sample Resources

National Hurricane  [Website provides preparation and response measures for all hurricane hazards:
Center e Storm surge

e High winds

e Tornadoes

e Flooding

Online vulnerability video

Action Guidelines for Senior Citizens

Hurricane Evacuation Kit

State Level

Agency Sample Resources

Governor's Office of [Louisiana Public Broadcasting Emergency Alert System (EAS) - During any type of major
Homeland Security &levacuation in the state, the Louisiana Emergency Alert System will broadcast evacuation
Emergency information on all participating radio/TV stations for the affected areas.

Preparedness

™ _ i i 1
(GOHSEP) o AlertSense™ - Allows registrants to receive selected emergency alerts (Hurricane, Severe

Thunderstorm, Tornado Watch & Warning) via certain communication devices (e.g. cell
phone, BlackBerry or pager)

“Louisiana Earth” - Assists citizens in creating evacuation plans by providing access, via an
application akin to Google Earth, to all of the State’s evacuation routes and sheltering points as
well as other information essential during an evacuation, such as location of and available
occupancy of hotels, gas stations, pharmacies, grocery stores, veterinary clinics and banks.

e Wil also serve as a mechanism to relay critical data during disasters to help inform the public
on the status of response and recovery efforts. During hurricanes and other natural disasters,
GOHSEP will be able to provide information such as the location of points of distribution
(PODs), food stamp offices; unemployment claims offices, disaster recovery centers as well
as the status of parishes’ power outages.

‘Get a Game Plan” website featuring links to Emergency Preparedness information.
e Provides links to Parish Homeland Security & Emergency Preparedness
Contact Numbers and Emergency Management Websites

Louisiana Citizen Awareness & Disaster Evacuation Guide (Southeast) — Contains, a three-
phased evacuation schedule based on geographic location and time for regions threatened by
hurricane.

Office of Public “Everybody Ready” brochure contains:

Health’s Center for
Community
Preparedness e Web addresses for other State offices supporting Emergency Preparedness
(CFCP)

Contact info for Office of Public Health Regional Offices
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Agency

LA Department of
Health and Hospitals
(DHH)

Sample Resources

Louisiana Emergency Preparedness Resource Guide:
Includes Contact numbers and websites broken out by:
e State Agencies

—  Office of Aging and Adult Services — Website provides instructions on who to contact to
provide continuity of care for individuals receiving Long- Term Supports and Services,
such as Elderly/Disabled Adult (EDA)
¢ Waiver Services, Adult Day Health Care (ADHC) Waiver Services or

¢ Long-Term Personal Care Services (LT-PCS State Plan Services). Other resources
include:

= Find a Safe Place Postcard

= Find a Safe Place Video

= Emergency Preparedness Guide

= Emergency Preparedness Information

= Emergency Preparedness Brochure

= Emergency Plan & Agreement Form (see attachment 21.44.b)

= Guide to Supports & Services for Individuals and Their Families Effected by
Disasters (see attachment 21.44.c)

= Safety Protocols Resource Guide
= Education Services
= Communication Assistance

Telecommunications Relay Services - Contact for telephone communication
assistance for individuals who are deaf, hard of hearing, or with speech
impairments.

= Advocacy & Support Groups:

LATAN (Louisiana Assistive Technology Access Network) - Provides assistive
devices and durable medical equipment for disaster survivors, as well as
information regarding other programs and services for people with disabilities
and age-related limitations who can benefit from assistive devices and daily
living aids.

VOAD (Voluntary Organizations Active in Disaster) - A collaborative and
diverse committee comprised of agencies that specialize in liaison services:
federal assistance programs, deadlines, coordination with other volunteer
organizations and donation management. Additional services include helping
populations with special needs, making appropriate referrals and assisting in
reduction of benefit duplication.

= Disability Specific Organizations
Alzheimer’s Association - Contact for referrals to community programs and

services for people exhibiting problems with memory, decision making, self-
care, communication and disorientation. Available to address caregiver stress.

Response to RFP No. 305PUR-DHHRFP-CCN-P-MVA for Geographic Service Areas A, B and C

Section M — Requirement §2

52



CONFIDENTIAL CONFIDENTIAL CONFIDENTIAL
\K 3 . Part Two: Technical Proposal
etna Section M: Emergency Management Plan

Better Health

Parish Level (not all Parishes offer the same resources

Agency

Parish Offices of
Emergency
Preparedness and
Homeland Security

Sample Resources
Ascension Parish:

Medical Special Needs Registry - A data bank of parish residents with medical conditions
which will require assistance during an emergency or natural disaster, including the following.
Residents may register via the Parish website or by calling the Parish Office of Homeland
Security and Emergency Preparedness (see attachment 21.44.d)

—  Oxygen dependence

— Mobility and transportation issues

— Hearing or visual impairment

— Mental illness and

— Issues which require electricity to run medical equipment.
New Orleans Parish:

e City Assisted Evacuation Plan (CAEP) - An evacuation method of last resort for those citizens
who have no other means or has physical limitations that prohibit self-evacuation. Registration
by “311 Hot-Line” Number, mail or city website required.

St Tammany Parish:

e Senior Evacuation Notification System (see attachment 21.44.¢)
e Special Needs Shelter Registration System

Tangipahoa Parish:

e Tangipahoa Alert System — A free web-based system being offered to the public that stays
active on a desktop and serves as a weather radio and emergency alert system
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Louisiana Guide to Supports & Services for

Individuals with Disabilities, Elders and Their Families Effected by Disasters

State Agencies
Department of Health & | Frotecs end promoles NEalth 8nd ensures aocess 1o medical, TiHH Ermergency Operations Benevioral
Hospitals {DHH) preventive, and rehabilitative Services. Contact for servioss and Haalth Daglke: (225) 763-5734

& medical condition likely to reult in & developmental dissbility
(Early Steps).

Protective Services

magistanc: related to sddictive disorders, Balng, mental health, (225} 342-9500

developrmental disabilities, public health, and Medicaid.

Office of Addictive Disorders-Fromates and supports individuals, | (225) 342-6717

familles and communities in the prévention and treatment. of Tl
addictive disorders.

Office of Aging and Adult Services-Serves sging adults and (BEE) TSE-5035

people with adult-ormet dissbilitbes. =
Office of Mental Health-Provides treatment, rehabilitation and (225) 342-2540

follow-up care for individuals with rmental and emotional disonders. D=
Office for Citizens with Developmental Disabilities - Provides | (225) 342-0095

supponts and services to people with developrental disabilities. (BEE) TA3-5553

Also provides early Intervenbon Services bo familles, infants and v, b loulsiang oo officas -7
toddlers 0-36 months who heve developmental delays or who heve | Barly Steps:

(B66) Early Steps (B66) 127-5078
F

Offers protécthve Services to investigate possible abuse, negled and exploitation and to amange Servioes in thode
Instanoes whene it 1S found. Agencies to contact ane lished balow batad on the age of person inalwed:

Children up to sge 18: The Department of Social Servioes, [225) 295-4571
Office of Community Servioes 3 (dlhek on the link
_ Child et
Adults who have disabilities age 18 through 59 and (B00) E98-4910
emancipated minors: The Department of Health and =
Hospitals, Adult Protective Services _ _ _
Elders, age 80 and older: The Governor's Office of Elderly (B00) 259-4900
Affairs, Elderly Protective Services hitte: M iaces loulsiang oo him
(Reparts can also be made via e-mall:
Department of Social Develops and provides sodal services and employment [225) 342-02B6
Services [ DS55) rehabilitation Servioes for persond with disabilities. Contact for 3 A
service related to rehabilitation, family support, and community
| services — — —
Louisiana Rehabilitation Services (LRS) - Assists persons with (B00) 737-2958
disabiliies to abtain/maintain employment andfor achiewe 3 3
Independence by providing rehabilitation sendost and warking
cooperatively with business and other community rescurces.
Office of Juvenile Provides sandost to youth who are at-rigk or delinguent, induding (225) M7-T900
Justice thase with disabiities. Contaet for relabed servicas v o] 1a e
Governor's Office of Facilitates socecs to the opportunites nssded for people with [(BFT) BEB-2T22
Dizability Affairs diabiliies to live a2 fully engaged parddpants n socety. Provides WRS: (EBE) 800-6096

Information and referrals to Independent living cenbers.

Governor's Office of

Administers & brosd range of home and community baded sendoss

Ernail: dieability pifsiredls gon
[B77) 340-9100

Elderty Affairs through & nétwork of area agencies on Aging (&.3., htte:ffgoes Iouisians oy
Louisianadnswers . com, Louisiana Senior, Long Term Cane v, Lo B o i S SO
Ombudsrmen and Elderty Protective Sandosg). v Louiianasaniof g
Education Services
Department of Maintains information for displaced studentsfeachers.  Also (B87T) 453-2721
Education provides verffication of aligibility for Special Education Services for v e st 1 ug
transferting or homeless children through SER (Special Education SER (Special Education Reparting System)
Reparting) Systerm. Contact for related inforrmation. (225) 342-6215
Louilslana School for the | Contact for Sandois for children who hive & hasdng los. (BAE) 7E9-8111 (in-state toll frea)

Loulsiana School for the

Visually Impaired

Contact for information related bo education end support Services
for children who are blind or viswally impaired.

s lakelorg
[225) 342-8604

ioeled.nn

‘Communication

Telecommunications
Relay Services

Contact for telephone communication astktance for individuaks who
are desf, hard of haaring, or with Speech Impalrments.

{B00) S47-5277 (V)
{800} B46-5277 (TT¥): 711 (TTY)
(BAE) 550-5277 (ASCIT)

(BAE) 272-5530 (Speech to Spesch)

(B00) 737-1813 (Spanish)
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Responsiveness to DHH

At anytime that Aetna Better Health finds it necessary to activate any one of its business
continuity and related disaster plans, our Chief Operating Officer or other CERT leader, as
requested, will contact the DHH to provide notification that a Contingency Plan has been
activated. Upon contract award, Aetna Better Health will update its Contingency Plans to
include the exact name and contact information for a single point of contact, or other parties as
designated by DHH, to receive such notification. Likewise, Aetna Better Health’s CERT Leader
will act as the single point of contact for the DHH.

Aetna Better Health will coordinate activities with DHH which support and communications
with our members, and which maximize the efficiency of these communications while
minimizing the distribution of conflicting information and number of communications received
by our members. Aetna Better Health will also be available to assist DHH in distributing
information the DHH wishes to distribute to our members using both our normal and
contingency distribution methods. In the event that Aetna Better Health needs to reroute part or
all of our operations temporarily to another location, we will promptly notify DHH through our
mutual single points of contact. Should the relocation require DHH to use different contact
information (email addresses, phone numbers, etc.) to contact Aetna Better Health, we will make
these known and immediately available to DHH and its personnel.

Responsiveness to Providers

To support efficient communications with contracted providers during an emergency, Aetna
Better Health maintains up to date records for each credentialed physician, and available to
personnel, as necessary, so as to facilitate ongoing and emergency communications with network
providers. Contracted providers, during their initial and ongoing trainings, are asked to notify
Aetna Better Health of any plans to relocate or evacuate during an emergency. This information
is captured during the initial contracting stages and can be updated by a contracted provider at
anytime by contacting the Provider Services or Network Development representatives or by
contacting Aetna Better Health through other established modes of communication such as
electronic mail or messages sent via the provider Internet portal. During a hurricane watch, the
pre-submitted provider contact information or any relocation or backup contact information, such
as business or personal electronic mail addresses, is used to support Aetna Better Health in its
mass communication and responsiveness efforts with the contracted provider network.
Additionally, during a hurricane watch, Aetna Better Health provides parish specific information
and banners, on its provider Internet portal, including the posting of any hurricane related
information or links which may be useful in assisting the provider with his/her own personal
hurricane preparedness plans or in assisting his/her patients.

Examples of parish specific information, for parishes under mandatory evacuation, would
include information similar to the following (Note that the information provided by Aetna Better
Health on its Internet portal is subject to updates or modifications initiated by the specific parish
and the circumstances of the particular storm, as such, the below is provided as a “reference”
citing the types of information which may be provided, noting that prior to posting any parish or
hurricane specific information, Aetna Better Health designated personnel defers to resources
which have been previously vetted and posts information which is current, at the time of an
issued hurricane watch):
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Parish of Ascension

If an evacuation is specific to the Parish of Ascension, the provider Internet portal will provide a
“link” to the Ascension parish, e.g., Ascension Parish Office of Homeland Security &
Emergency Preparedness, along with other Ascension Parish specific information as follows:

Internet Link for Ascension parish Office of Homeland Security & Emergency Preparedness
http://www.ascensionparish.net/index.php?option=com_content&view=article&id=65&Itemid=101

Medical and Special Needs

In the Parish of Ascension, a Medical Special Needs registry exists for those individuals
dependent on oxygen, and as such, the specific telephone number, e.g. the Community
information number, 1-866-390-2303, will be provided.

Radio Stations Providing Emergency Information

WYNK FM  101.5
WFMF FM  102.5
KQXL FM  106.5
KKAY AM 1590
WNXX FM  104.9

Parish Cable TV Stations Broadcasting Hurricane-related Information
APTV-Channel 21

Cox Communications (all cable channels)

EATEL

WAFB-Channel 9 (local cable channel 7)

WBRZ-Channel 2 (local cable channel 5)

WVLA-Channel 33 (local cable channel 3)

WGMB-Channel 44 (local cable channel 6 in Gonzales; local cable channel 12 in
Donaldsonville)

School Closures and Emergency Shelters

Information concerning the opening of schools as emergency shelters will be announced on the
Parish Cable TV Emergency Alerting System and the Parish Emergency Alerting System radio
station KKAY AM 1590

Evacuation Routes and Maps
Information, including maps, relative to evacuation routes will be communicated via the
Emergency Alert System, at the time a hurricane watch is issued.
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Alert Notification System
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Additionally, as part of its hurricane and disaster preparedness efforts, the Aetna Better Health
Provider Services Department, along with designated medical management personnel, works
towards identifying those providers or provider types which are highly-utilized by members or
who are care givers to at-risk populations, such as those serving members under an active course
of treatment, those treating members with an assigned Case Manager, providers who care for the
medically fragile, children, or other special needs members and those treating members enrolled
in an Aetna Better Health’s Disease Management program. These providers are targeted for
specialized communications during a hurricane watch as follows: Upon receiving notification of
a hurricane watch, the Provider Services personnel, in concert with the Case Managers, will
work towards notifying high-volume providers, e.g., highly utilized providers or specialties, and
providers serving at-risk populations, of the impending hurricane. Provider evacuation plans and
alternate contact information will be confirmed and shared with Case Managers. Additionally,
Case Managers will discuss care coordination during the emergency, pursuant to established care
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plans and disaster plans included or referenced in the care plan, with the appropriate physicians.
The Case Managers, in collaboration with care team members, will discuss any coverage policies
which might be modified in response to the emergency, e.g. such as lifting prior authorization
requirements.

Assisting Network and non-network Providers in the GSA

Case Managers will work to help members gain access to appropriate care to network providers.
Provider Services will also work with the network providers in the evacuated GSAs to determine
how to temporarily transition member records to alternate locations. Aetna Better Health
Provider Services personnel are experienced in assisting in co-location provider coordination,
and can also assist network providers in rendering care at other locations within the GSA or in
accommodating other network providers within their own facility such that increased care
demands are responded to appropriately. Providers who have evacuated will also be assisted
with certain procedural exceptions, such as lifting claim submission timeframes to allow
displaced providers additional time in gathering necessary claim information. The Provider
Services personnel would also work closely with the providers in the community to determine
how we can assist them with the influx of members from evacuated service areas. This
assistance could include offering on-site provider relations assistance, access to member
advocates to assist members in getting the care they need and finding alternate providers.

Out of area network

Aetna Better Health recognizes that during an evacuation, our members may need to seek care in
alternative settings. Each business unit of the company has a continuity plan that incorporates
specific operating considerations related to a pandemic, emergency, or disaster and which are
specific to their functional area or core services. Aetna Better Health is prepared to make policy
or procedural modifications as necessary both to our internal operations and to our coverage
policies based on clinical considerations as well as direction from state and federal authorities.
These modifications can take the form of approving requests for out-of-network services, and
lifting certain medical prior authorization and referral requirements.

Additionally, Aetna Better Health is currently building a statewide network, to supplement our
existing provider network in Louisiana and to provide service throughout all GSAs. Therefore, if
members were evacuated to other parts of the state, we would already have contracts in place to
serve those members. Moreover, Aetna Better Health could leverage its existing commercial
provider networks as means of providing network access to evacuated members. Aetna Better
Health can also issue single case agreements that allow individuals to seek care from out-of-
network providers if a clinical specialty is not available within Aetna Better Health’s network or
for those living in mandatory evacuation areas. Our personnel would also contact community
resources, primary care providers and other highly utilized specialties to establish long term
plans to provide care outside the GSAs, and to determine which offices are open or have
transferred services to a temporary location. Contracting efforts are also underway in bordering
states, to supplement already existing network arrangements in place in the event of an influx of
members from Louisiana to the border state and to address the influx of any one network
provider with the GSA. Additionally, Provider Services, in the event of widespread evacuations,
will work towards establishing long-term letters of agreements (i.e., to meet expected period of
evacuation) with providers and facilities in bordering states, plus certain operational
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requirements will be modified, such as temporarily permitting care for covered services from all
provider types, regardless of prior authorization documentation.

Medicaid Providers in Texas

Aetna Better Health Network Development personnel are aware that in the past, specifically
during Hurricane Katrina, Texas Medicaid providers were permitted to enroll with the Louisiana
Medicaid program. During subsequent hurricanes, Louisiana offered disaster enrollment
provider packets to Medicaid providers, and permitted previously enrolled providers to reactivate
their enrollment as a Louisiana Medicaid provider. The reactivation was made possible through
a designated support telephone number where the provider was identified through providing
his/her Hurricane Katrina Provider Number and National Provider Identifier. The State may
implement these programs or similar programs in the future. As such, Network Development
personnel will monitor such developments and programs as an additional means of accessing
providers and making care available to its membership under a hurricane or evacuation scenario.

Collaboration and Responsiveness within the Community

Aetna Better Health is an active member of the emergency management task force formed by our
largest industry trade group, America's Health Insurance Plans (AHIP), who under collaborate
efforts with industry partners and other insurers, formulate industry plans for a pandemic, along
with other widespread emergencies like hurricane response. Aetna Better Health will continue to
collaborate with AHIP and other such community planning resources to maximize
responsiveness within the community. Aetna Better Health is also a member of the Louisiana
Association of Health Plans (LAHP) and will coordinate our efforts with any LAHP activities in
developing or activating our Contingency Plans, as applicable. Aetna Better Health is also aware
that the state of Louisiana has invested significant federal and state dollars towards development
of an emergency preparedness and response system which supports the seamless integration and
implementation of national, state and parish-level emergency response initiatives. To this end,
Aetna Better Health will collaborate with community resources in advance of a hurricane, to
coordinate disaster efforts and other communications which may be necessary during a
widespread evacuation and hurricane warning.
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The purpose of Aetna Better Health’s Contingency Plan, collectively comprised of the Business
Continuity Plan (BCP) and the Disaster Recovery Plan (DRP), hereinafter referred to as the
Contingency Plan, and is to see that impacted critical business areas receive the highest priority
for recovering their function within established recovery time objectives. This includes
addressing widespread damage caused not only to Aetna Better Health systems or buildings, but
also taking into consideration the devastating effects a hurricane can have on residents,
businesses (e.g., network providers and hospitals), personnel, and members living in an affected
Geographical Service Area (GSA), as well as strain imposed on neighboring states or areas who
open their communities to evacuees. The Contingency Plan contains strategies for working with
out of area communities and resources under such circumstances, along with critical team
rosters, contact numbers and other business continuity or recovery strategies, including alternate
site resource arrangements, and provide the framework to address continued critical operations
and supportive communications with Aetna Better Health personnel, network providers and/or
members who are either temporarily or permanently displaced from the GSA served. These plans
direct each business continuity team in the recovery of their most critical business processes,
such as the operation of call centers and if applicable, assist personnel in creating contingency
plans which address staffing shortages resulting from mandatory evacuation orders or
governmental authority disaster recovery efforts which impede repatriation of necessary
personnel.

In the event of a major business disruption, pandemic or natural disaster such as a hurricane, the
Contingency Plan provides Aetna Better Health with the planning and capability to make all
mission-critical information systems, including call operation functions, available for limited use
within hours and provide full system capability within 72 hours. While addressing commercial
property damage is important to Aetna Better Health, temporary business interruptions, such as a
non-operational call center, could post the greatest threat to the vast majority of members. Aetna
Better Health, together with its affiliates, address this concern through the maintenance of a
detailed business continuity program with over 300 site specific plans to address its critical
business work group operations. Aetna Better Health considers Call Center operations to be a
“mission critical” function and as such, Call Center operation continuity or immediate
resumption is undertaken as a Contingency Plan priority.

Upon notification that a hurricane may impact the Louisiana service area (approximately 96 to
48 hours prior to expected local landfall), Aetna Better Health begins to enact its Contingency
Plan and starts to take the necessary steps. Aetna Better Health monitors the NOAA website and
other media outlets for weather-related alerts, to determine needs specific to the forecasted
weather-event and determine the course of action to follow, in accordance with established plans,
and in order to see that service disruption is minimal and communications with members,
providers, DHH and the community remain at the expected level or are restored within a
reasonable time period.

Call Center Operations

As a national Medicaid health insurer, Aetna Better Health has 10 separate call centers in 10
different states, with one call center that operates on a 24 hours, 7 days a week basis, providing
Aetna Better Health with the flexibility to shift work from impacted sites to other sites. This
telephonic infrastructure supports call center operations without disruption and allows Aetna
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Better Health to stay in communication with its members, providers, the community and the
DHH, before, during and after most weather-related emergencies, such as a hurricane or a severe
wind event such as a tornado. In the event of an office outage, processing can be transferred
immediately to other offices within Aetna Better Health’s network with little or no disruption to
service levels (Note that transfer can occur remotely and from satellite offices such that a storms
impact to a physical structure would not adversely affect Aetna Better Health’s capability to
transfer operations). Our various calls centers are connected through the Avaya telephone
system, a robust and resilient phone system, which allows call center interconnectivity and
integration such that calls can be routed seamlessly from one Aetna Better Health affiliate to
another.

Aetna Better Health also utilizes a virtual call center which is staffed by several thousand of our
customer service personnel who works from home and from locations throughout the United
States. This means that when one area of the country is struggling with a crisis, like a hurricane
or snow storm, Aetna Better Health can still serve its covered Medicaid population efficiently.
These “virtual” call centers are beneficial in pandemic situations and localized disasters such as
those caused by hurricanes or tornados, since these employees reside at different locations
throughout the country and as such, when an event affects one or even multiple regions of the
country simultaneously, our work-at-home capabilities of our employees and dispersed national
call and claim infrastructure, permit us to optimize available resources throughout the country
and allow us to maintain essential services and continued communication with our customers.

Aetna Better Health has long been a proponent of flexible work arrangements, including
telecommuting. Much of our work force is already on a full-time telework schedule. As part of
our disaster preparedness planning, Aetna Better Health studied the feasibility of whether more
employees could temporarily telework in response to office closings resulting from hurricane or
wind-damaged buildings or in response to increased call volumes from temporarily or
permanently displaced members (i.e., Experience dictates that call volumes do increase during a
catastrophic event, for example, displaced members will have more questions related to care
access and availability of healthcare resources, especially if they are out of the service area for an
extended period of time or if they have been relocated to shelters or other temporary housing).
Based on that review, we found that a majority of our workforce could continue to perform their
functions on a work-at-home basis (i.e. existing teleworker personnel and personnel normally
situated and working in a physical Aetna Better Health facility could resume critical functions
from remote locations and offices) for a temporary or indefinite period of time. The reason for
this is that many employees already have the personal infrastructure and secure access authority
granted by Aetna Better Health's systems to perform work remotely on a part-time basis, and
others have at least high-speed broadband in their homes and other Aetna Better Health required
hardware and connectivity arrangements to support additional access if needed. While we do not
rely on teleworking as a standalone strategy for responding to a weather-related emergency, our
remote-access capabilities do allow many Aetna Better Health personnel, such as Member
Services and Case Managers (CMs) to work from home or at other locations, for indeterminate
periods of time.

As stated earlier, our established contingency plans also provide mechanisms for engaging
supplemental staffing to support call volume increases, through the addition of more work-at-
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home arrangements from offices in parts of the country not affected by a hurricane or wind
event. Moreover, in the unlikely event that a disaster provokes such a severe and wide-spread
staffing shortage in a hurricane or other weather damaged area resulting in teleworker and
additional staffing solutions being exhausted, Aetna Better Health continues to provide
manpower to support the ongoing operation of crucial functions, through previously
identified/existing personnel whose day-to-day duties are non-essential during an emergency,
who have been “cross-trained” and can be redeployed to supplement existing personnel for
critical functions such as Member Services and other important areas such medical management,
e.g., Prior Authorization personnel.

If a particular area is under a weather related emergency, such that severe weather is expected or
structural damage from severe weather has already occurred, resulting in lack of call center
personnel or resources, BCP leaders will be contacted by Call Managers to assist in assessing the
situation and the need to implement any call center related Contingency Plan that deal with
interruptions to call center operations. In response, BCP leaders may decide to route calls to
other Aetna Better Health regional offices or call centers, and to deploy stand-by or other cross-
trained teleworker personnel from outside the affected area to temporarily assist the call center in
maintaining communications.

For each weather related event, in cases where call center operations are not disrupted but call
volumes are greater than normal or a staffing shortage exists, Member Services Managers are
instructed to look within their own segments for assistance. After exhausting their preliminarily
contingency staffing plans, Member Services Managers will reach out to external segments and
resources.

If during an incident, Member Services Managers determine that member wait time will be
longer than normal, he/she may choose to evoke a delay announcement advising the caller of the
reason for the delay, e.g. weather related event causing delays, and advising the caller of the
extended wait time.

Sample Business Continuity for Call Center Operations

Each call center designates an administrative segment owner who is responsible for the overall
call center operations and who, in a crisis situation, is supported be several personnel such as
Divisional Operation Managers, Business Continuity Coordinator(s), team leaders and other
personnel who are collectively responsible for developing, updating, and maintaining up-to-date
BCPs for their assigned call center operations. Call center specific BCP plans are developed to
provide recovery guidelines and procedures to respond to an event impacting the critical business
functions of the call center and personnel. A standard call center BCP outlines basic levels of
processing, e.g. framework, procedures, and information required to meet recovery time
objectives and sustain existing processes until normal functions have been restored. Localized
call center operation BCP strategies can include the following purposes and objectives:

e Assumptions regarding the types of catastrophic events personnel will need to address,
including preparedness strategies
e Recovery strategy

e Roles and responsibilities
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e Recovery Procedures for Assumptions, including initial response, recovery and restoration
processes.

e Detailed information regarding the team members, applications used, internal and external
contacts, and resources required for recovery

e Addendum & Appendices, if applicable

Specifics may include:

e To provide procedures in the event of disruption to critical business functions.

e To see that calls are handled with as little disruption possible to our members and network providers
e Safety of our employees.

e Provide the localized call center with guidelines and procedures to implement and recover the call
center with minimal disruption to our members

e Determine re-allocation of work to other Aetna Better Health sites until the affected site is back to
normal.

e Notify all appropriate internal & external contacts, and remain in communications with Federal, State
or other regulatory authorities or interested parties, e.g., the Louisiana Department of Health and
Hospitals

e Ensuring preparedness and availability of the team members to respond to the disaster.
e Setting recovery priorities.

e Administering a successful transition back to the pre-disaster environment.

e Phone recovery time objective is 4 hours after situation arises.

e Meet recovery time objectives specific to any state mandates for call center operations,
disaster preparedness and response, correspondence and other written materials receipt or
distribution, communications internally and externally, complaints, appeals & litigation, and
so forth

e To immediately assess the situation and quickly deploy personnel, if necessary to an alternate
work location or systematically shift work to an alternate site or to existing, part-time or
other stand-by tele-health personnel

General Assumptions

Aetna Better Health call center specific BCPs are based on a number of assumptions, which are
critical to the proper execution and deployment of its overall Contingency Plans. Recovery
teams need to prepare to respond to a variety of scenarios, three of which will be referenced and
sampled as follows:

Scenario One — System OK, no Building
Scenario Two — Building OK, No Systems
Scenario Three — Widespread Severe Staffing Shortage

1. Scenario One — “Systems OK, No Building”

For example, the assumption is that the office building has had major damage resulting from a
wind event, major fire, floor or roof has collapse or other issue has damaged the building;
however, systems remain operational. This scenario assumes the total loss of the building in
which the call center operation is located and all its contents.
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This site specific BCP is designed to react to the loss of the facility that is home to personnel,
i.e., react to the loss of the building where Aetna Better Health personnel currently works in
where the building, due to physical or structural damage or otherwise becomes unavailable for an
extended period of time, e.g., up to 8 weeks or greater, but other Aetna Better Health locations
and business suppliers are unaffected. For an office building outage affecting a local building,
Aetna Better Health will utilize a strategy of one building backing up the other depending on
which location or building is affected, i.e., space may be made available for Contingency Plan
teams in nearby Aetna Better Health facilities, e.g., Florida or Texas facilities or other bordering
States or counties where Aetna Better Health has an established presence and facility. If it turns
out that all nearby buildings are experiencing outages of some sort, i.e., no nearby Aetna Better
Health Facilities exist, we will utilize a strategy of rapid deployment of office based workers to
other operational sites, i.e., transfer personnel to work in Connecticut, New York, or Arizona,
and/or rapid deployment of teleworker personnel, and we will immediately re-route local
member or prior authorization phone lines to affiliate call centers to enable calls, claims and
other critical functions to continue allow for their handling by Aetna Better Health affiliates.
Work-arounds, re-allocation of work and work at home are all viable recovery strategies and will
be considered and utilized as appropriate.

Phase 1A - Initial Response - during Normal Business Hours (Scenario One
— System OK, no Building

Coordinate With ‘Refer To
1. |Perform appropriate immediate action (e.g., sound [Security or Property Site Crisis Management Plan
fire alarm). Management (Contingency Plan)
2. |Notify Corporate Security AND your local security [Corporate Security Back of Aetna Better Health
team Badge

3. |If necessary, evacuate the building. If safe to do |Site Lead, Fire Wardens Site Contingency Plan
S0, employees should bring with them car keys,
purses, cell phones, medications, laptops, etc.
See that mobility and hearing impaired personnel
are assisted and status is made known at the
Command Center.

4. |If evacuated, one BCP Coordinator is to meet at  [Site Lead, Contingency Plan [Site Contingency Plan
designated, pre-determined command center Coordinator, other BCP
Coordinators

5. |An Alternate BCP Coordinator or team lead should|BCP Coordinator & Site Contingency Plan
accompany the BCP Team Members to the Contingency Plan Team
external or internal assembly area, as appropriate
to account for personnel, maintain
communications with BCP Coordinator and stand
by for instructions.

6. |If not evacuated (e.g., external hazard), meetat  [Site Lead, Contingency Plan [Site Contingency Plan

the Internal On-Site Command Center Coordinator, other BCP
Coordinators

7. [Upon completion of assembly, account for your  |Assembly Area Coordinator [Site Contingency Plan
team and provide results to your assembly area  Jor Command Center
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Section M: Emergency Management Plan

Coordinate With

‘ Refer To

coordinator or command center as appropriate.  [personnel as assigned. Fire,
Inform emergency personnel of anyone not Police or EMS (Emergency
accounted for or injured. Medical Services),

8. |After instructed it is OK to do so, send personnel [Site Lead, Contingency Plan [[Aetna Better Health’s Event
home with instructions to call Aetna Better Health’s[Coordinator Management Hotline and/or
designated event management hotline and/or Local Site Emergency
Local Site Emergency number or identify other number for overseas
means of contact (if indicated) for further operations
instructions

9. |Receive updates of situation reports concerning  |Site Lead, Contingency Plan |Site Contingency Plan
building status and expected time of re-entry. Coordinator,

Facilities and Fire Marshal
Property Management

10. |After personnel have safely left the site and upon [Site Lead, Contingency Plan |Refer to driving directions to
Site Lead instructions, proceed to the Command |Coordinator, Facilities Command Centers and
Center Management Recovery Sites

11. |If applicable, BCP Team Call Coordinators begins |[BCP Call Manager Call Manager’s Contingency
to call their internal contacts at alternate Aetna Plan
Better Health sites to determine capacity of
handling call volume.

12. |If applicable, BCP Team Call Coordinators will BCP Call Manager Call Manager’s Contingency
determine escalation of Contingency Plan Plan
reallocation of phones and enact all effected call
cue emergencies.

13. |Receive updates of situation transition to Scenario [Site Lead, Contingency Plan [Scenario One, Phase 2
One, Phase 2 below, when appropriate. Coordinator, Facilities

Management

Phase 1B - Initial Response - after Normal Business Hours (Scenario One —
System OK, no Building

Task

BCP Coordinator is contacted by Site Lead, or
designee, and provided the following information:
e What has happened?

e Were any employees injured?

e s access to office restricted?

e What systems are available?

e What other departments were impacted?
e Has business been impacted?

e Will Command Center be activated, if so when,
where and how?

Coordinate With

Site Lead, Contingency Plan
Coordinator or designee

‘Refer To
Site Contingency Plan
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e Keep track of who you notified and when.
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Coordinate With

‘Refer To

BCP Coordinator obtains a “Live Meeting” number
for conference calls. (Use your assigned
Contingency Plan Live Meeting number that should
have been previously setup). As a backup,
Corporate Security can be contacted to obtain a
generic “live meeting” number.

Corporate Security. Please
clearly state that you are
looking for a “live meeting”
number for an emergency
situation.

Telephone number obtained

BCP Coordinator begins call tree for BCP recovery
team, advises them of situation and conference call
number. Call Management invokes appropriate
treatment and updates emergency lines.
Employees will be instructed to monitor the hotline
and/or Local Site Emergency number for overseas
operations to receive general updates on office
status.

Alt. BCP Coordinator

Refer to Contingency Plan

If applicable, BCP Call Coordinator notifies internal
contacts at alternate Aetna Better Health sites to
determine capacity and timing for handling call
volume.

Alt. Site Call Manager

Call Manager's DBAR Plan

Attend ongoing Command Center meetings via the
\Virtual or physical meeting locations as called for
by Contingency Plan Team Site Lead.

Bring necessary items to do work at the recovery
location (e.g. laptops, cell phone, chargers efc).

Site Lead, Contingency Plan
Coordinator, Facilities or
designee

Contingency Plan Driving
direction to Command
Centers and Recovery Sites

Phase 2- Recove

Call Coordinator continues to monitor incoming
call volume and monitors call allocation
performance and determines sites to allocate to.
Customers may be prioritized and/or hours of
service may have to be closely managed and may
include overtime.

Coordinate With

BCP Coordinator and Site
Managers
Regional Call Manager

Operations (Scenario One — System OK, no Building

Refer To

Call Manager's Contingency
Plan

BCP Coordinator to receive status reports from IT
and Facilities about the recoverability of all IT
systems and building. BCP Coordinator will be
kept informed on status of capacity by other sites
from Regional Claim Coordinator and Regional
Call Coordinator.

Site Lead, Contingency Plan
Coordinator, Contingency
Plan Team, Regional Claim
Coordinator, Regional Call
Manager

Site Contingency Plan

Call internal contacts (those not already
contacted) including Sales & Marketing contacts
and specific plan sponsors and external contacts
and advise of new workflows.

BCP Team members

Contact Lists
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Task Coordinate With Refer To
4.  |Site Management updates the BCP Coordinators [Site Lead, Contingency Plan [Site Contingency Plan
on building status, recovery operations and Facilities Team
emergency situation.
5. |BCP Coordinator will conduct a meeting with BCP |Call Corp Security. Please [BCP Team
Team to explain next steps and to assess state clearly that you are
required logistics. (Use your assigned looking for a “Live Meeting”
Contingency Plan /BCP Live Meeting number that [number for an emergency
should have been previously setup). As a backup [situation.
Corporate Security can be contacted for a generic
“Live Meeting” number.
6. |BCP Coordinator makes determination as to Contingency Plan Site Lead, |Site Contingency Plan
whether to offer/ask employees to transitionto  |Department Senior
Telework, work in another Aetna Better Health  [Management, Contingency
office or other facility as decided by Contingency [Plan Human Resources
Plan Site Lead, department management and Business Partner (HR BP),
Corporate Event Response Team (CERT). Contingency Plan Resource
Coordinator
7.  |BCP Coordinator to determine number of Department Senior Site Contingency Plan
personnel and other resources needed to provide [Management & Contingency
an effective level of service to constituents. Plan HR BP, Contingency
Develop plan details and advise personnel of Plan Resource Coordinator &
recovery plans. CERT
8.  |Develop list of BCP Team members that will be  [Department Senior Site Contingency Plan
relocated to each alternate site or to Telework and[Management & Contingency
provide that list to Contingency Plan Resource  [Plan HR BP, Contingency
Coordinator. Plan Resource Coordinator &
CERT
9.  [BCP Coordinator, or designee, makes travel Site Lead, Contingency Plan [Site Contingency Plan ,
arrangements for relocation of personnel and HR BP, Contingency Plan  [CERT Plans
equipment. Resource Coordinator &
CERT
10. |BCP Team members report to recovery site at  [Site Lead, Contingency Plan |Site Contingency Plan ,
prearranged meeting spot for work until further  [Coordinator, Contingency  [Recovery Site Contingency
notice. Team members are provided with Plan HR BP, Contingency  [Plan
information on logistics. Plan Resource Coordinator &
CERT; Recovery Site
Contingency Plan
Coordinator
11. |BCP Coordinator, or designee, arranges retrieval [Site Contingency Plan Site Contingency Plan
of vital records and files from damaged building  [Coordinator, Site
and moving them to the recovery site or sites. Contingency Plan
RES/Facilities Team,
Recovery Site Contingency
Plan Coordinator
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Task Coordinate With Refer To
12. |If primary records are destroyed, BCP Site Contingency Plan Site Contingency Plan
Coordinator, or designee, arranges retrieval of  [Coordinator, Site
vital records and files from source backup location{Contingency Plan
and moving them to the recovery site or sites. RES/Facilities Team,
Recovery Site Contingency
Plan Coordinator
13. |BCP Coordinator arranges for the redirection of  [Contingency Plan Site Contingency Plan
mail and parcel deliveries to recovery site(s) or  [Coordinator, CERT RES &
other offices as required supporting alternate work{Security
flows.
14. |BCP Coordinator arranges for the redirection of  [Contingency Plan Site Contingency Plan
hard wired fax machine traffic to recovery site(s) [Coordinator, Contingency
or other offices as required to support alternate  [Plan IT, CERT AIS
work flows.
15.  |BCP Coordinator arranges for the setup and Recovery Site Contingency  [Site Contingency Plan
coordination of supplies as well as cleaning and  [Plan Coordinator, Recovery
shredding services at recovery site(s) or other  [Site Contingency Plan
offices as required supporting alternate work RES/Facilities Team
flows.

Phase 3- Restoration O

erations (Scenario One — System OK, no Building

Coordinate With Refer To
1. BCP Coordinators informed Original Building or |Site Contingency Plan Site Contingency Plan
replacement building is approved for occupancy. |RES/Facilities Team
2. BCP Coordinators review re-occupancy plans to |Site Contingency Plan Site Contingency Plan
support normal operations and not cause any  |RES/Facilities Team,
unnecessary disruptions. Department Senior
Management & Contingency
Plan HR BP, Contingency
Plan Resource Coordinator &
CERT
3. BCP assigns SME to report for system check of |[BCP Subject Matter Expert  |Department Business
PCs, phones and other office equipment to (SME) Process Procedures
support operations before personnel return.
4. BCP Coordinator is advised of date(s) that BCP Coordinator & Call Tree |Site Contingency Plan
personnel will be moved back into the building  |personnel, CERT BCP Team
and notifies BCP Team. Call lists are enacted to
advise personnel of return to work date. BCP
Coordinator provides any necessary details
and/or Local Site Emergency numbers for
overseas operations.
0. Call Coordinator determines what work needs to |Department Senior Department Business
be pulled back, as appropriate, from the other |Management, Supporting Site|Process Procedures
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Supporting Sites and notify all appropriate work |Managers, Customers and
partners of resumption of normal work flows. Business Partners

6. BCP Coordinator will assign personnel to resolve|Department Senior Department Business
priority work flow or production issues. Management Process Procedures

7. Internal and external contacts are called to BCP Coordinator/Alternate or |Site Contingency Plan
advise them of the date for resuming to normal |designee
work flows.

8. Retrieve vital records from storage, if they were [Facilities Manager Site Contingency Plan
sent out for preservation and from the alternate
locations if sent there during recovery.

9. BCP Coordinator, or designee, makes travel Site Lead, Contingency Plan |Site Contingency Plan ,
arrangements for return of personnel and HR BP, Contingency Plan  [CERT Plans
equipment. Resource Coordinator &

CERT

10.  [All phone DBAR plans are deactivated and Applicable Call Manager(s) [Call Manager's DBAR Plan
circumstance announcements removed.

11.  |Determine which cases or customers need BCP Coordinator/Alternate or |Refer to any applicable
hastened recovery due to the outage. designee performance guarantees and

customer agreements or
contracts

12.  |On day of return, Management Team arrives BCP Coordinator/Alternate  |Site Contingency Plan
early to make sure production can be supported. |and all members of the BCP
All employees are welcomed back to work at the [recovery team
site. Production personnel are asked to verify
PCs and other office equipment will support full
production.

13.  [Notify all stakeholders and internal and external [Contingency Plan Site Contingency Plan
contacts that all normal operations are resuming. [Communications Team

14. At the appropriate time, BCP Coordinator will  [Site Contingency Plan Team [Site Contingency Plan , other
conduct a thorough debrief of this BCP planin  |and other BCP owners and  |site BCPs, this BCP
conjunction with a full site debrief so that CERT BCP Team
interrelated issues can be identified and
resolved.
Once improvements are agreed upon, modify
BCP as necessary and roll out revised plans to
all required plan participants.

2. Scenario Two — “Building OK, No Systems”

In this example, the assumption is that there is a loss of systems and/or data affecting the
operation of those systems or the data access or system access is otherwise limited; i.e., loss of
systems is isolated to a particular building location. These scenarios provide in the BCP that
local implementation data recovery strategies, in accordance with established Aetna Better
Health back-up recovery procedures, as described below, are implemented. Local personnel

would continue to perform critical functions not dependent on telecommunications availability at
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the outset of an interruption, including care coordination and communications with providers.
Additionally, the same procedures implemented in Scenario One above, i.¢., transfer of systems
and remote connectivity activities, would be implemented as necessary in the event of telephone
disruptions.

To the extent that Aetna Better Health, and/or its affiliate sites are called upon to support the
recovery efforts and circumstances, if for some reason the event is also occurring at the affiliate
site or data center, the corporate business continuity process provides for the rapid failover
connectivity to an internal hot-site location in downtown Phoenix, Arizona via five point-to-
point T1 lines. This hot-site facility encompasses over 60,000 square feet and offers duplicate,
secured data center housing:

e A recovery Exchange e-mail server
o A file server

e A database server

e Terminal servers

e A separate PBX system with excess capacity (e.g., the Avaya phone system and related
infrastructures supporting call center operations)

e Internet connectivity
e A call center and workstations to support disaster recovery efforts for at least 90 days

Additionally, the data backup and storage functionality at Aetna Better Health’s corporate
headquarters have been enhanced to electronically ship production data to designated recovery
servers at the hot-site location. Redundant T1 lines from the corporate site to the hot site
location provide immediate connectivity to each Aetna Better Health and/or its affiliate’s
locations in the event the corporate site experiences a business disruption due to a pandemic,
natural disaster or other emergency.

Phase 1- Initial Response (Scenario Two — Building OK, No Systems

Refer To

Coordinate With

1. [Notify Single Point Of Contact (SPOC) SPOC SPOC intranet website
2. |After BCP Coordinators confirms that a major Contingency Plan Site Team,|Site Contingency Plan
system outage is in progress affecting production, [SPOC, Business Application
proceed to appropriate section of Site Contingency[Support Teams
Plan
3. [Determine Impact to Business Operations and Department Senior Department Business
Notify Department Senior Management and Management, Account Process Procedures
business partners. Managers, customers, other
internal and external
constituents
4. |BCP Coordinator receives information concerning [SPOC, Desk Top Services, |[E-Mails, SPOC website,
the outage and any Estimated Time for Business Application Support JAetna Home Page Public
Restoration (ETR). Teams Address Systems
5. [Implement work-arounds, alternate operating Department Senior Department Business
models, place circumstance announcements and [Management, Department  |Process, Procedures,
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Task Coordinate With Refer To
redirect urgent calls, provide best available Level BCP Coordinator, Department Level BCP
information and log all call back requests. appropriate Call Managers
6. |Once the situation becomes clear, along with Contingency Plan Site Team,|Call hotline number and/or
department management, consider sending some |Department Senior Local Site Emergency
personnel home with instructions to phone inor  [Management, Contingency  [number for overseas
identify other means of contact for further Plan HR BP operations
instructions.
7. |BCP Coordinator receives updates of situation and[SPOC, Desk Top Services, |E-Mail
reacts to issues and concerns of constituents. Business Application Support |Aetna Home Page
Teams, Acgount Managers, Public Address Systems
other constituents

Phase 2- Recovery Operations (Scenario Two - Building OK, No Systems

Coordinate With Refer To
1. |Implement manual workarounds, work load re- SPOC, Desktop Services, Department Level BCP, Site
balancing, as appropriate. Business Application Support |Contingency Plan
Teams, Department Level
BCP Coordinator,
Department Senior
Management
2. |Implement alternate operating model changes Department Level BCP Department Level BCP

(e.g., provide callers with explanation and whatever|Coordinator
assistance that is possible and track call back

requests).
3. |Anticipate and prepare for re-work that will be Department Senior Department Level BCP
required once applications return due to data loss [Management, other BCP
RPO and down time. Teams, Department Level
BCP Coordinator
4. [Track any backlogs that are being created. Work Control Business Department Business

Partners, Department Senior |Process Procedures
Management, other BCP
Teams, Department Level
BCP Coordinator

Phase 3- Restoration Operations (Scenario Two — Building OK, No

Systems
Coordinate With Refer To
1. |Notify Contingency Plan Site Lead, Department  [SPOC, Desktop Services, Department Level BCP
Senior Management, other BCP Teams, Business Application Support

Department Level BCP Coordinator that Systems [Teams, Department Level
have now been restored and amount of data that |BCP Coordinator,
needs to be re-entered. Department Senior
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2. [Transition back to normal operating model Department Level BCP Department Business
Coordinator Process Procedures

3. |Request extended hours of operations for work  |SPOC, Business Application [Department Level BCP

group. Support Teams, Department
Level BCP Coordinator
4. |Verify that prior work entered into systems up to  [Department Senior Work logs or other available
recovery point is as expected. Management , Department  [tracking systems
Level BCP Coordinator
5. |Re-Enter and verify all work that was lost. BCP SMEs Department Business
Process Procedures

6. [Verify return to normalcy; notify all stakeholders  [Department Level BCP Department Business
and internal and external contacts that all normal  |Coordinator Process Procedures
operations are resuming.

7. |At the appropriate time, BCP Coordinator will Site Contingency Plan Team |Site Contingency Plan , other
conduct a thorough debrief of this BCP plan in and other BCP owners and  [site BCPs, this BCP
conjunction with a full site debrief so that CERT BCP Team
interrelated issues can be identified and resolved.

Once improvements are agreed upon, modify BCP
as necessary and roll out revised plans to all
required plan participants.

3. Scenario Three — Widespread Severe Staffing Shortages

This scenario assumes staffing shortages as a result of a regional or other global event occurring
simultaneously at many random Aetna Better Health Sites to varying degrees of severity, which
period of time may occur for an extended period, e.g., between 6-8 weeks at a time.

This BCP is designed to react to the following specific assumptions such as:

e Absenteeism — Expect up to 40% absenteeism for a 6-8 week period due to sickness, anxiety,
caring for sick family members, day care or elder care disruptions, damaged roadways or
thoroughfares, displacement or simply due to a lack of transportation (e.g., vehicle damaged
due to storm).

e Mail and Parcel deliveries and E-Commerce may be stopped or slowed in local or regional
areas.

e Essential Services — Mass transportation, availability of fuel, food and essential supplies may
impact an employee’s ability to come to work and ability for supply chains to maintain
delivery flow.

In addition to the remedies provided for in the above referenced scenarios, e.g., re-routing
Member Services and other call centers to Aetna Better Health affiliates, Aetna Better Health
may opt to implement an emergency staffing mode of operation where only critical personnel
will be asked to report to duties, at a designated location, and all other personnel will be sent
home, to work from home if possible. Additionally, possible shifts in the volume or nature of
work being processed may occur, e.g. shifting personnel normally assigned to non-essential
duties to assist in call center operations, i.e., to assist with the increase in the number of calls and
the types of questions being asked.

Response to RFP No. 305PUR-DHHRFP-CCN-P-MVA for Geographic Service Areas A, B and C
Section M — Requirement §2




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (Adobe RGB \0501998\051)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings false
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.16667
  /EncodeColorImages false
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.16667
  /EncodeGrayImages false
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




